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1. Introduction
1.1 Purpose and Scope

The purpose of the Anti-Money Laundering and Countering the Financing of Terrorism
Guidelines for the Financial Sector (“the Guidelines”) is to assist credit and financial
institutions (“Firms”) in understanding their AML/CFT obligations under Part 4 of the
Criminal Justice (Money Laundering and Terrorist Financing) Act 2010 (“CJA2010").

The Guidelines set out the expectations of the Central Bank of Ireland (“Central Bank”)
regarding the factors that Firms should take intoaccount when identifying, assessingand
managing ML/TFrisks.

1.2 Status

The Guidelines do not constitute secondary legislation. Firms must alwaysrefer directly to
the CJA2010whenascertainingtheir statutory obligations. The Guidelinesdo not replace
or override any legal and/or regulatory requirements. In the event of a discrepancy
between the Guidelines and the CJA 2010, the CJA 2010 will apply. The Guidelines are
not exhaustive and do not set limitations on the steps to be taken by Firms to meet their
statutory obligations.

The Guidelines should not be construed as legal advice or legal interpretation. Itis a
matter for Firms to seek legal advice if they are unsure regarding the application of the
CJA2010totheirparticular set of circumstances.

For convenience to the user, from time to time, certain text from the CJA 2010 may be
directly quotedinitalics or otherwise summarisedinthe Guidelines. For the avoidance of
doubt, such quotes or references are contained in blue text boxes. If any inconsistencies
occur between the text in the Guidelines and the CJA 2010, the CJA 2010 prevails.
References to sections of legislation within the Guidelines should be taken as references
tothe CJA2010unless otherwise stated.

Where the Guidelines have not provided guidance on a specific sectionfrom Part 4 of the
CJA 2010, it is because that section of the CJA 2010 already provides clear and detailed
information on the obligations of Firms and further guidance is unnecessary. The
Guidelines alsoseek to highlight where the CJA 2010 has beenmaterially amended since
theinitial publication of the Guidelines on 6 September 2019.

Where lists or examples are included in the Guidelines, such lists or examples are non-
exhaustive. The examples present some, but not the only, ways in which Firms might
comply with their obligations. The Guidelines do not take the place of a Firm performing
its own assessment of the manner in which it shall comply with its statutory obligations.
The Guidelines are not a checklist of things that all Firms must do or not do in order to
reduce their ML/TFrisk,and should not be used as such by Firms.

The Guidelines are not the only source of guidance on ML/TFrisk. Firms are reminded that
other bodies produce guidance that may alsobe relevant and useful.

Nothing inthe Guidelines should be read as providing an expressor implied assurance that
the Central Bank would defer or refrain from using its enforcement powers where a
suspectedbreachofthe CJA2010 comestoits attention.

The Central Bank will update or amend the Guidelines fromtime totime, as appropriate.
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1.3 Data Protection

Central Bank of Ireland

Firms shall comply with their obligations under Part 4 of the CJA 2010 having regard to
their obligations under data protection legislation. Article 6.1(c) of Regulation (EU)
2016/679 of the European Parliament and of the Council (GDPR) specifically allows for
the lawful processing of personal data where “processing is necessaryfor compliance with
a legal obligation to which the controller is subject”. When processing personal data for
the purposes of complying with an AML/CFT obligation, Firms should ensure that such
processing is necessary and proportionate in order to comply with their AML/CFT

obligations.

1.4 Glossary

The following terms are used throughout the Guidelines:

Actof2018

Actof2021

AML/CFT

Beneficial
OwnershipSls

Board

Central Bank

CDD

CJA2005

CJA2010

Criminal Justice (Money Laundering and Terrorist Financing
(Amendment) Act 2018

Criminal Justice (Money Laundering and Terrorist Financing
(Amendment) Act 2021

Anti-Money Laundering/Counteringthe Financing of Terrorism

European Union (Anti-Money Laundering: Beneficial Ownership
of Corporate Entities) Regulations 2019 (S.I. 110 of 2019) and
European Union (Modifications of Statutory Instrument No. 110
of 2019) (Registration of Beneficial Ownership of Certain
Financial Vehicles) Regulations 2020 (S.I. No. 233 of 2020)
respectively

means a Firm’s Board of Directors within the State, or where no
such Boardexists, such other management body or bodies within
the State, which set the Firm’s strategy, objectives and overall
direction, and which oversee and monitor management decision-
making,and include the person or persons who effectively direct
the business of the Firm

The Central Bank of Ireland

Customer Due Diligence

Criminal Justice (Terrorist Offences) Act 2005

Criminal Justice (Money Laundering and Terrorist Financing)
Acts2010t02021
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CRS

EBA

EDD

EEA

elDASRegulation

Entity or Entities

ESAs

EU

FATF

Firm(s)

FIU Ireland

FS

FSAP

FSRB

FTR

The Common Reporting Standard refers to the agreed global
standard for automatic exchange of financial account
information in tax matters approved by the Organisation for
Economic Co-operation and Development (OECD) in February
2014

EuropeanBanking Authority

Enhanced Due Diligence

European EconomicArea

Electronic Identification Regulation (Regulation (EU) No.
910/2014 of the European Parliament and of the Council of 23
July 2014)

Refers to corporate or legal entities in the context of beneficial
ownershipregisters and may include Firms

European Supervisory Authorities (comprising the European
Banking Authority, European Insurance and Occupational
Pensions Authority and European Securities and Markets
Authority)

EuropeanUnion

Financial Action Task Force

Credit or financial institution(s) (which now includes VASPs
pursuant tothe Act of 2021) subject tothe CJA2010

State Financial Intelligence Unit

International Financial Sanctions (restrictive measures)

Financial Sector Assessment Programme reports

FATF Style Regional Bodies

Funds Transfer Regulation (EU) 2015/847 of the European
Parliament and of the Council of 20 May 2015 on information
accompanying transfers of funds as supplemented by S.I. No.

Central Bank of Ireland
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ML

MLRO

ML/TF

Regulations of
2019

Relevant Third
Party

RiskFactors GL

SDD

TF

VASP

3AMLD

4AMLD

5AMLD

Any termused in the Guidelines should be construed in accordance with its definition

under the CJA2010.

608/2017 - European Union (Information Accompanying
Transfers of Funds) Regulations 2017

Money Laundering

Money Laundering Reporting Officer

Money Laundering/Terrorist Financing

The European Union (Money Launderingand Terrorist Financing)
Regulations 2019 (S.I.No578 0f 2019)

Those persons identified in Section 40. (1) (a) - (d) of the CJA
2010

Guidelines issued by the EBAin accordance with Articles 17 and
18(4) of 4AMLD onsimplified and enhanced due diligence and the
factors which credit and financial institutions should consider
when assessing the ML/TF risk associated with individual
business relationships and occasionaltransactions

Simplified Due Diligence

Terrorist Financing

Virtual Asset ServiceProvider

Third EU AML Directive (Directive 2005/60/EC of the European
Parliament and of the Council of 26 October 2005)

Fourth EU AML Directive (Directive (EU) 2015/849 of the
European Parliament and of the Council of 20 May 2015) (as
amended by Directive (EU) 2018/843 of the European
Parliament and of the Council of 30 May 2018)

Fifth EU AML Directive (Directive (EU) 2018/843 of the
European Parliament and of the Council of 30 May 2018)

Central Bank of Ireland
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2. Legaland Regulatory Framework

2.1 Legislative Framework

The Irish AML/CFT legislative frameworkis setout inthe CJA 2010. This framework was
updated with the enactment of the Regulations of 2019 and the transposition of 5AMLD
intolrishlaw pursuantto the Actof 2021.

Part 4 of the CJA 2010 obliges Firms to put in place an effective, risk-based AML/CFT
framework, which includes the application of a risk based approach, customer due
diligence (“CDD”) measures, reportingof suspicious transactions, governance, policies and
procedures, record keeping andtraining.

2.2 Regulatory Framework

The Central Bank is the competent authorityfor the monitoring of Firms’ compliance with
the CJA 2010 and is responsible for taking reasonable measures to secure such
compliance. The Central Bank s alsothe competent authority for monitoring compliance
withthe FTR.

2.3 International Framework

The FATF is the global standard setting body in the area of AML/CFT. It has set out
standards or recommendations, whichinclude the preventative (compliance) measures to
be put in place to combat money laundering and terrorist financing. The FATF publishes
guidance on therisk-based approachto AML/CFT (including sector specificguidance)®.

The European Union (EU) enacts AML/CFT legislation (directives and regulations), which
are either transposed or directly effective in national laws of Member States (including
EEA countries).

The EBA plays animportant role intaking steps toensure that competent authorities and
Firms apply European AML/CFT legislation effectively and consistently?. Guidelines are
published by the EBA andthe Central Bank complieswith EBA guidelines by incorporating
theminto supervisory processes and, where relevant,intothese Guidelines.

As the Guidelines do not replace the guidance published by the EBA (and any guidance
relevant to AML/CFT published by the ESAs) and FATF, Firms should ensure that they are
familiar withand have regardtothe guidance published by these bodies.

L https://www.fatf-gafiorg/

2http://www.eba.europa.eu/regulation-and-policy/anti-money-laundering-and-e-money

Page 10



Anti-Money Laundering and Countering the Financing of Terrorism Guidelines for the Financial Sector Central Bank of Ireland Page 11

3.  Money Laundering and Terrorist Financing
3.1 Money Laundering

Money Laundering means an offence as set out under Section 7 of the CJA 2010. It
involves the intentional or reckless conversion of property, generated from “criminal
conduct”, sothat the criminal origin of the property is difficult totrace.

Section 7(1) of the CJA 2010 provides that a person commits a [Money
Laundering] offenceinthe State if:

“(a) the person engages in any of the following acts inrelationto property that
is the proceeds of criminal conduct:

(i) concealing or disguising the true nature, source,
location, disposition, movement or ownership of the
property,oranyrights relating to the property;

(ii) converting, transferring, handling, acquiring,
possessing or usingthe property;

(iii) removing the property from, or bringingthe property
into, the State,

and

(b) the person knows or believes (or is reckless as to whether or not) the
property is the proceeds of criminal conduct.”

Section7(2) of the CJA 2010 provides thata person who attempts to commit
anoffence under subsection (1) commits an offence.

“Criminal conduct”is definedin Section 6 of the CJA 2010. This definitionencompasses all
offences whether minor or serious,summary orindictable.

Section 6 of the CJA 2010 defines Criminal Conduct as including:

“Conduct that constitutes an offence or conduct occurring in a place outside the State
that constitutes an offence under the law of the place and would constitute an offence
if itwere to occurinthe State”

“Proceeds of Criminal Conduct” is definedin Section 6 of the CJA 2010.
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Section 6 of the CJA 2010 defines Proceeds of Criminal Conduct as:

“Any property that is derived from or obtained through criminal conduct, whether
directlyorindirectly orinwholeorinpatrt...”

3.2 Terrorist Financing

Terrorist Financing means an offence under Section 13 of the CJA 2005.

Section 13(1) of CJA 2005 provides that a person is guilty of a terrorist
financing offenceif:

“inoroutside the State, the person by any means, directly or indirectly, unlawful ly
and wilfully provides, collects or receives funds intending that they be used or
knowingthat they will be used, in whole or in partin order to carry out —

a) anact that constitutes an offence under the law of the State and within the
scope of, and as defined in, any treaty that is listedin the annexto the Terrorist
Financing Convention, or

b) anact(otherthanonereferredtoinparagraph(a)) —

(i) Thatis intended to cause death or serious bodily injury to a civilianor
to any other person not taking an active part in the hostilitiesin a
situation of armed conflict,and

(ii) The purpose of which is, by its nature or context, to intimidate a
population or to compel a government or aninternational organisation
todo,or abstainfromdoing,anyact.”

Section 13(2) of CJA2005 providesthat a personwho attemptsto commit an
offence under subsection (1) is guilty of an offence.
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4. Risk Management
4.1 Risk-Based Approach

Section 30A and 30B of the CJA 2010 require Firms to apply a risk-based
approachwhen applying AML/CFT compliance measures.

Sections 30A and 30B also provide for the application of appropriate measures to higher
risk customers or areas of business to combat ML/TF. However, it is recognised that
resources are finite and must be allocated on a risk sensitive basis. Firms are obliged to
understandthe level of risk presented by a customer andtobeina positiontoapply arisk-
based approachintheir compliance programs.

4.1.1 De-risking

Inapplying arisk-based approachtotheir AML/CFT obligation, Firms should be cognisant
of the importance and benefits of financial inclusion. A “zero tolerance” approach, or
wholesale termination of business relationships with entire categories of customers,
without an individual assessment and consideration of the risk posed, and due
consideration of the measures that could mitigate such risks, is not consistent with the
risk-based approach.

A Firm should not take a decision to terminate a business relationship with an individual
customer,or cease to provide a particular financial product or serviceto a customer, unless
the Firm has fully considered whether it could apply any additional enhanced measures to
reduce the ML/TFriskinthe continuationof the business relationship, or the provision of
aparticular financial product or service.

Following the exploration of any additional enhanced measures which a Firm may consider
putting in place in order to reduce the ML/TF risk, if a Firm decides that they cannot
sufficiently reduce the ML/TFrisk posed toanacceptable level, the Firm should document
fully its rationale for a decision to terminate a business relationship or to cease the
provisionof aparticular product or service. This should include an analysis of the ML/TF
risks presented, the additional measures it considered putting in place to mitigate such
risks, and the reasons they were deemed insufficient, so that such decision can be
reasonably justified.

4.2 Risk Assessments

Firms should have a detailed understandingof the ML/TF riskstowhichthey are exposed.
Under the CJA2010Firms arerequiredtoassess:

e TheML/TFriskwhichthey are exposedto resulting fromthe nature and complexity of
the Firm's Business (“Business Risk Assessment”); and

e The ML/TFrisk which they are exposed to resulting from entering into a business
relationship with a customer or performing an occasional transaction
(“Customer/Transaction Risk Assessment”).

Eachrisk assessmentshould consist of twodistinct but related steps:

e IdentifyingMLand TFrisk factors; and
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e Assessingtheidentified ML and TFrisks inorder to understand how to mitigate those
risks.

Firms should consider the inherent ML/TF risk which they are subjected to, and the quality

of their controls and mitigants as part of their assessment of the level of residual ML/TF

risk connected to their business and those associated with their customers or occasional

transactions.

42.1 Business RiskAssessments

Section 30A of the CJA 2010 requires Firms to conduct a Business Risk
Assessment

Section 30A(5) requires Firms toensure thattheir Business Risk Assessment is
approved by senior management

A Firm’s Business Risk Assessment should identify the ML/TF risks, which the Firm is
potentially exposed to and, in accordance with the Firm’s risk based approach, outline
where resources needtobe prioritised inorder tocounter ML/TF.

As part of the process to document their Business Risk Assessments, Firms should also
recordany changes made tothe BusinessRisk Assessment. Thisissothat theFirmandthe
Central Bank will understandtherationale for the changes made.

Firms should ensure that their Business Risk Assessment is tailored to their business and
that it takes account of factors and risks specific to the Firm’s business. Where a Firm’s
Business Risk Assessment is drawn up as part of a group-wide risk assessment, the Firm
should consider whether the group-wide risk assessment is sufficiently granular and
specifictoreflect the Firm’'s business and the risks towhichit is exposed.

A generic Business Risk Assessment that has not been adapted to the specific needs and

business model of a Firm is unlikely to meet the requirements of Section 30A of the CJA
2010.

4.2.2 Connectingthe Business Risk Assessment and Customer/Transaction Risk
Assessment

Section 30B of the CJA2010requires Firms to have regard to the findings of their
Business Risk Assessmenttoassist withinforming them of the extent of the CDD
measures, which a Firm is required to take with an individual customer or
occasional transaction.

Firms should rely ontheir assessment of the risks inherent intheir businessto informtheir
risk-based approach to the identification and verification of an individual customer. This
inturn should drive the level and extent of due diligence appropriate tothat customer or
occasional transaction.
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4.2.3 Customer/Transaction Risk Assessment

Section 30B of the CJA 2010 also requires Firms to have regard to any relevant
risk variables in order to determine the extent of customer due diligence to be
appliedtoa particular customer or transaction.

Accordingly, Firms are required to identify which ML/TF risks they are, or would be,
exposedto as a result of enteringinto,or maintaining, a business relationshipor carrying
out anoccasional transaction.

Firms should gather sufficient information at the beginning of a business relationship and
throughout the business relationship as determined by the level of ML/TFrisk presented
by a customer, and before carrying out anoccasional transactioninorder that they canbe
satisfied that, they haveidentified all relevantrisk factors.

4.2.4 Sources

Section 30A(2) of the CJA2010 requires Firms, when carrying out a Business
Risk Assessment, tohave regardtothe following sources:

e The National Risk Assessment for Ireland on Money Laundering and
Terrorist Financing;
e Anyguidanceonriskissued by the Central Bank; and

e Any GuidelinesissuedtoFirms by the ESAs in accordance with
4AMLD

In additiontothe sources that Firms are required tohave regardto under Section 30A(2),
Firms should also use various relevant and reliable sources when carrying out their
Business Risk Assessment (such sources may also be relevant when considering
Customer/Transactionrisk assessment), examplesinclude:

e EuropeanCommission’s Supra-national Risk Assessment;

e EuropeanCommission’s list of high-risk third countries;

e National Risk Assessment of the other jurisdiction(s) in which the Firm operates or
customers of a Firm arelocated;

e Communicationsissued by FIU Ireland;

e RiskFactorscontainedinSchedule 3and4 tothe CJA2010;

e Guidance, circulars and other communication from the Central Bank and other
relevant regulatory bodies;

¢ [nformationfromindustry bodies;

e Information from international standard setting bodies such as Mutual Evaluation
Reports (“MERs”) or thematicreviews;

e Regulatory Technical Standards and Opinions issued by the ESAs;

e EUMeasures,including financial sanctions and designation of highrisk countries;

e Information from international institutions and standard setting bodies relevant to
ML/TFrisks (e.g.UN,IMF,Basel, FATF); and
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e Other credible and reliable sources that can be accessed individually or through
commercially available databasesortools that are determined necessary by a Firmon
arisk-sensitive basis.

43 Risk Factors

Section 30A.(1) of the CJA 2010 sets out the risk factors Firms are required to
take into account when conducting their Business Risk Assessment. The risk
factors must be relevant to the Firm’s business and include consideration of at
least the following; customer; products and services; types of transaction
carriedout; countries or geographic areas and deliverychannels.

Firms should take a holistic view of the risk(s) associated with any given situation and note
that unless required by the CJA2010o0r EU legislation, the presence of isolated risk factors
does not necessarilymove arelationshipinto a higher or lower risk category.

44 Customer Risk

When identifying the risk associated with their customers, including their customers’
beneficial owners, Firms should consider theriskrelatedto:

e The customer’s and the customer’s beneficial owner’s business or professional
activity;

e The customer’s and the customer’s beneficial owner’s reputationinsofar as it informs
the Firm about the customer’s or beneficial owner’s financial crimerisk; and

e Thecustomer’s andthe customer’s beneficial owner’s nature and behaviour, including
whether this could indicate anincreased TFrisk.

44.1 Customer’sBusiness or Professional Activities

Firms should consider the risk factors associated with a customer’s or their beneficial
owner’s business or professional activity including for example (recognising that each of
these factors will not be relevant to every customer), whether the customer or its
beneficial owner:

e Has political connections, for example:

o the customer or its beneficial owner is a Politically Exposed Person (“PEP”) or has
any otherrelevant links toa PEP; or

o One or more of the customer’s directors are PEPs and if so, these PEPs exercise
significant control over the customer or beneficial owner3;

e Haslinkstosectors that are commonly associated with higher corruptionrisk,suchas
construction, pharmaceuticals and healthcare, arms trade and defense, extractive
industries, and public procurement;

e Haslinkstosectorsthat are associatedwith higher ML or TF risk, for example certain
Money Service Businesses,casinosor dealers in precious metals;

e Haslinkstosectors that involvesignificantamounts of cash;

SWhere a customer or their beneficial owner is a PEP, Firms must always apply enhanced due diligence measuresin line
with Section 37 of the CJA 2010.
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e Isalegal personor alegal arrangement and if so, the purpose of their establishment
and the nature of their business;
e Holds another prominent position or enjoys a high public profile that might enable
themto abuse this positionfor private gain. For example,they are:
o Senior local or regional public officials with the ability to influence the awarding of
public contracts;
o Decision-making members of high profile sporting bodies;
o Individuals that are known to influence the government and other senior decision-
makers; or
e Isapublicbody or state ownedentity fromajurisdictionwith high levels of corruption.

Other risk factors that Firms may consider in relation to a customer’s business or

professional activityinclude, for example,whether:

e The customer is a legal person subject to enforceable disclosure requirements that
ensure that reliable information about the customer’s beneficial owner is publicly
available. For example, a publiccompany listed ona regulated market or other trading
platformthat makessuchdisclosure aconditionfor listing and/or admissiontotrading;

e The customer is a credit or financial institution acting on its own account from a
jurisdictionwith aneffective AML/CFT regime. For example whether:

o Itissupervisedfor compliance withlocal AML/CFT obligations; and

o If so supervised, there is no evidence that the customer has been subject to
supervisory sanctions or enforcement for failure to comply with AML/CFT
obligations or wider conduct requirements inrecent years; or

e The customer’s background is consistent with what the Firm knows about it. For
example:

o Itsformer,currentor plannedbusiness activity;

o Theturnover of the business;

o Itssourceoffunds;and

o Thecustomer’s or beneficial owner’s source of wealth.

4.4.2 Customer’s Reputation

Risk factors that Firms should consider, where appropriate, when assessing the risks
associated with a customer’s or their beneficial owner’s reputation include, for example
whether:

e There are adverse media reports or other relevant information sources about the
customer or its beneficial owner. For example, there are reliable and credible
allegationsof criminality or terrorismagainst the customer or their beneficial owners.
Firms should determine the credibility of allegations inter alia based onthe quality and
independence of the source data andthe persistence of reporting of these allegations.
Firms should note that the absence of criminal convictions alone may not be sufficient
todismiss allegations of wrongdoing;

e Thecustomer,beneficial owner or anyone publicly knownto be closely associated with
them has currently, or had in the past, their assets frozen due to administrative or
criminal proceedings or allegations of terrorismor terrorist financing;

e The customer or beneficial owner has been the subject of a suspicious transactions
report by the Firm inthe past; or

e The Firm has in-house information about the customer’s or their beneficial owner’s
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integrity, obtainedfor example,inthe course of along-standing business relationship.
4.4.3 Customer’s or Beneficial Owner’s Nature and Behaviour

Risk factors that Firms should consider, where appropriate, when assessing the risk
associatedwith a customer’s or their beneficialowner’s nature and behaviour* include, for
example, whether:

e Thecustomeris unabletoprovide robust evidence of theiridentity?>;

e The Firm has doubts about the veracity or accuracy of the customer’s or beneficial
owner’s identity;

e There are indications that the customer is seeking to avoid the establishment of a
business relationship. For example, the customer wishes to carry out a number of
separate wire transfers, or other service, without opening an account, where the
opening of an account with a Firm might make more economic sense;

e The customer’s ownership and control structure appears unnecessarily complex or
opaque andthereis no obvious commercial or lawful rationale for suchstructures;

e Thecustomer has nominee shareholders, where there is no obvious reasonfor having
these;

e The customer is a special purpose vehicle (“SPV”) or structured finance company
where beneficial ownershipis not transparent;

e There are frequent or unexplained changes to a customer’s legal, governance or
beneficial ownershipstructures (e.g, toits boardof directors);

e Thecustomer requests transactions that are complex, unusually or unexpectedly large
or have an unusual or unexpected pattern without apparent economic or lawful
purpose or a sound commercial rationale;

e There are grounds to suspect that the customer is trying to evade specific thresholds
such as those set out under the definition of “occasional transaction” under the CJA
2010;

e The customer requests unnecessary or unreasonable levels of secrecy. For example,
the customer is reluctant to share CDD information, or appears to disguise the true
natureof its business;

e The customer’s or beneficial owner’s source of wealth or source of funds cannot be
easily and plausibly explained. For example through its occupation, inheritance or
investments;

e The customer does not use the products and services it has taken out as expected
when the business relationshipwas firstestablished;

e The customeris anon-resident and its needs could be better serviced elsewhere. For
example, there is no apparent sound economic and/or lawful rationale for the
customer requesting the type of financial service sought inthis jurisdiction®;

4 Firms should note that not all of these risk factors will be apparent at the outset but may emerge only once a business
relationship has been established

5 Firms should note that there may be legitimate reasons that a customer may be unable to provide robust evidence of their
identity, for example if the customer is an asylumseeker, the EBA has issued an ‘Opinion on the applicationof Customer Due
Diligence Measures to customers who are asylum seekers from higher risk third countries and territories’, see

https://eba.europa.eu/documents/10180/1359456/EBA-Op-2016-
07+%280pinion+on+Customer+Due+Diligenceton+Asylum+Seekers%29.pdf

6 Article 16 of Directive 2014/92/EU creates a right for customers who are legally resident in the EU to obtain a basic
payment account, butthisrightapplies only to the extent that creditinstitutions can comply with their AML/CFT obligations.
See, in particular, Articles 1(7) and 16(4) of Directive 2014/92/EU
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e The customer is a non-profit organisation whose activities put them at a heightened
risk of being abused for terrorist financing purposes; or

e Thecustomerisinsensitivetoprice orsignificant losses oninvestments.

Riskfactors associated with the customer or beneficialowner’s nature or behaviour, which
may indicate anincreased TF risk, especially when other TF risk factors are also present
may include, whether:

e The customer or beneficial owner is publicly known to be under investigation for
terrorist activityor has beenconvictedfor terrorist activity oris knownto have close
personal or professional links tosuch persons;

e The customer performs transactions involving the incoming and outgoing of fund
transfers from and/or to countries where groups committing terrorist offences are
known to be operating;

e Thecustomeris anot for profit organisation:

o Whose activities or leadership have been publicly known to be associated with
extremistsorterrorist sympathisers;or
o Whosetransactionbehaviourinvolvesbulk transfersof large amounts of funds to
jurisdictions associated with higher ML/TFrisk and high-risk third countries;
o Whosetransactions are characterised by large flows of money in a short period of
time, involving non-profit organisationswith unclear links;
o Whointendstotransferfunds to:
= named persons included on lists of persons, groups or entities involved in
terrorist acts and subject to EU Financial Sanctions or are known to have
close personal or professional links to persons registered onsuchlists; or
= persons, groups or entities publicly known to be under investigation for
terrorist activity or who have been convicted for terrorist activity or are
known to have close personal or professional links to such persons.
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4.5 Country or Geographic Risk
Country or GeographicRisk relates to:

e Jurisdictions in which the customer is based or where the customer and beneficial
owner is resident;

e Jurisdictions which are the customer’sand beneficial owner’s main places of business;
and

e Jurisdictions to which the customer and beneficial owner appear to have relevant
personal or business links, legal or financial interests, of which the Firm should
reasonably have beenaware.

When identifying the risk associated with countries and geographic areas, Firms should
consider for example therisk factors relatedto:

e Thenature and purpose of the business relationship withinthe jurisdiction;

e Theeffectivenessofthejurisdiction’s AML/CFT regime;

e Thelevel of predicate offences relevant to money laundering within the jurisdiction;
e Thelevel of ML/TFrisk associatedwiththe jurisdiction;

e Anyeconomic or financial sanctions against a jurisdiction; and

e Thelevel of legal transparency and tax compliance within the jurisdiction.

4.5.1 Nature and Purpose of the Business Relationship withinthe Jurisdiction

The nature and purpose of the business relationship will often determine the relative
importance of individual country and geographic risk factors. Risk factors Firms should
consider,where appropriate, include for example:

e  Where the funds used in the business relationship have been generated abroad, the
level of predicate offences relevant to money laundering and the effectiveness of a
country’s legal system;

e  Where funds are received from or sent to jurisdictions where groups committing
terrorist offences are known to be operating, the extent to which this is expected or

might give rise to suspicion is based on what the Firm knows about the purpose and
nature of the business relationship;

e Where the customer is a credit or financial institution, the adequacy of the country’s
AML/CFT regime and the effectiveness of AML/CFT supervision; or

e For customers other than natural persons, the extent to which the country in which
the customer (and where applicable, the beneficial owner/s) is registered, effectively
complies withinternational taxtransparencystandards.

4.5.2 Effectiveness of Jurisdiction’s AML/CFT Regime

Risk factors that Firms should consider when assessing the risk associated with the
effectivenessof ajurisdiction’s AML/CFT regime include, for example, whether:

e The country has been identified by the European Commission as having strategic
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deficiencies intheir AML/CFT regime, under Article 9 of 4 AMLD’; or
e Thereisinformationfrom one or more credible andreliable sources about the quality
of the jurisdiction’s AML/CFT controls, including information about the quality and
effectiveness of regulatory enforcement and oversight. Examples of possible sources
include:
o Mutual Evaluations of the FATF or (FSRB)?;
o TheFATF's list of highrisk and non-cooperative jurisdictions;
o International Monetary Fund assessments;and
o FSAP.
Firms should identify lower risk jurisdictions in line with the ESA’s Risk Factor GLs and
Schedule 3tothe CJA2010.

4.5.3 LevelofJurisdiction’s Predicate Offences

Risk factors that Firms should consider when assessing the risk associated with the level
of predicate offences relevant to money laundering in a jurisdiction include, for example,
whether:

e There is information from credible and reliable public sources about the level of
predicate offences relevant to money laundering, for example corruption, organised
crime, tax crime or serious fraud. Examples include corruption perceptions indices;
OECD country reports onthe implementation of the OECD’s anti-bribery convention;
and the UNODC World Drug Report; or

e There is information from more than one credible and reliable source about the
capacity of the jurisdiction’s investigativeand judicial system effectively to investigate
and prosecute these offences.

454 LevelofJurisdiction’s TFRisk

Risk factors that Firms should consider when assessing the level of TF risk associated with
ajurisdictioninclude, for example, whether:

e Thereisinformation,for example,fromlawenforcement or credible andreliable open
media sources, suggesting thata jurisdiction provides funding or support for terrorist
activities or that groups committing terrorist offences are known to be operating in
the country or territory; or

e Thereisinformation,for example from lawenforcement or credible and reliable open
media sources, suggesting that groups committing terrorist offences are knowntobe
operatinginthe country or territory.

e The jurisdiction is subject to financial sanctions, embargoes or measures that are
relatedtoterrorism, financing of terrorismor proliferationissued, for example, by the
United Nations andthe EU.

455 LevelofJurisdiction’s Transparencyand Tax Compliance

Risk factors that Firms should consider when assessing the jurisdiction’s level of

7 Article 18 (1) of 4AMLD provides that if Firmsdeal with natural or legal personsresident or established in third countries
that the European Commission has identified as presenting a high money laundering or terrorist financing risk, Firms must
always apply enhanced duediligence measures

8 Firms should note that membership of the FATF or an FSRB, e.g. MoneyVal, does not, of itself, mean that the jurisdiction’s
AML/CFT regime is adequate and effective.
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transparency and tax complianceinclude, for example, whether:

e Thereisinformationfrommore thanone credible andreliable source that the country
has been deemed compliant with international tax transparency and information
sharing standards and there is evidence that relevant rules are effectively
implementedinpractice. Examplesof possible sources include:

o Reports by the OECD’s Global Forum on Transparency and the Exchange of
Information for Tax Purposes, which rate jurisdictions for tax transparency and
informationsharing purposes;

o Assessmentsofthe jurisdiction’s commitment to automatic exchange of information
basedon the CRS;

o Assessments by the FATF of the jurisdiction’s compliance with FATF
Recommendations 9,24 and 25 and Immediate Outcomes 2and 5°; or

o FSRBor IMFassessments (for example IMF staff assessments of Offshore Financial
Centres):

e The jurisdiction is committed to, and has effectively implemented, the CRS on
Automatic Exchange of Information, whichthe G20 adoptedin2014; and

e Thejurisdictionhas put inplacereliable and accessible beneficial ownershipregisters.

4.6 Products, Services and Transactions

Risk factors that Firms should consider when assessing the risk associated with their
products, services or transactions, include, for example:

e Thelevel of transparency, or opagueness, the product, serviceor transaction affords;
e Thecomplexity of the product, service or transaction; and
e Thevalueor size of the product, service or transaction.

4.6.1 Transparency of Products, Services or Transactions Risk

Risk factors that Firms should consider when assessing the risk associated with the
transparency of products, services or transactions include, where appropriate, for
example:

e Theextenttowhich products or services facilitate,or allowanonymity or opaqueness
of customer, ownership or beneficiary structures that could be usedforillicit purposes,
for example:

o Pooled accounts, bearer shares, fiduciarydeposits, offshore and certaintrusts;
o Legalentitiesstructuredinawaytotake advantageof anonymity;and
o Dealings withshell companies or companies with nominee shareholders;

e The extent to which is it possible for a third party that is not part of the business
relationship to give instructions, for example, certain correspondent banking
relationships.

4.6.2 Complexity of Products, Services or Transactions

Risk factors that Firmsshould consider when assessingthe risks associated with a product,
service or transaction’s complexity include, where appropriate, for example:

¢ The extent that the transaction is complex and involves multiple parties or multiple
jurisdictions, for example, certaintrade finance transactions;

° http://www.fatf-gafi.org/publications/fatfrecommendations/?hf=10&b=0&s=desc(fatf_releasedate)
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e Conversely, the extent that the transaction is straightforward, for example, regular
payments intoa pensionfund;
e The extent that the products or services allow payments from third parties or accept
overpayments. Where third party paymentsare permitted, the extenttowhich:
o The Firm can identify the third party and understands their relationship with the
customer, for example a state welfare body; and
o Products and services are funded primarily by fund transfers from the customer’s
own account at another financial institution that is subject to AML/CFT standards
and oversight comparable tothose requiredunder 4AMLD;
e Therisks associated with new or innovative products or services, in particular where
this involves the use of newtechnologies or payment methods.

4.6.3 ValueandSizeof Products, Services or Transactions

Risk factors that Firms should consider when assessing the risk associated with the value
or size of a product, service or transactioninclude, where appropriate, for example:

e Theextent that products or services maybe cashintensive, for example, certaintypes
of payment services and current accounts; and

e The extent that products or services facilitate or encourage high value transactions,
for example there are no caps on certaintransactionvalues or levels of premium that
couldlimit the use of the product or service for money laundering or terrorist financing
purposes.

47 Channel/Distribution Risk

When identifying the risk associated with Channel/ Distribution, Firms should consider
therisk factorsrelatedto:

e Theextentthatthebusinessrelationshipis conducted ona non-facetoface basis;and
e Anyintroducers orintermediaries the Firmutilises and the nature of their relationship
tothe Firm.

4.7.1 HowtheBusiness Relationshipis Conducted

Risk factors that Firms should consider when assessing the risk associated with how the
business relationshipis conducted, include for example, whether:

e Thecustomeris physically presentforidentification purposes. Ifthey are not,
o Has the customer deliberately avoided face-to-face contact other than for reasons
of convenience or incapacity?
o Whether the Firm uses reliable forms of non-face toface CDD; and

o Theextentthatthe Firmhastakenstepstopreventimpersonationoridentityfraud.

47.2 Channelsusedtointroduce Customertothe Firm

Risk factors that Firms should consider when assessingthe riskassociated with customers
introducedto the Firm, include for example, whether:

e Thecustomer has been introduced from other parts of the same financial group and if
S0,
o The extent that the Firm can rely on this introduction as reassurance that the
customer will not expose the Firm toexcessiveML/TFrisk; and
o The extent that the Firm has taken measures to satisfy itself that the group entity
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applies CDD measures equivalent to EEA standards in line with Section 57 of the
CJA2010;

e The customer has been introduced from a third party, for example a bank that is not
part of the same group. In such instances, whether that third party is a credit or
financial institution or their main business activity is unrelated to financial service
provision

e  Wherethe customer has beenintroducedby athird party, the extent of the measures
that the Firmhas undertakento be satisfied whether the:

o The third party is a regulated person subject to AML/CFT obligations
consistent withthose set out under 4AMLD;

o The third party is subject to effective AML supervision and there are no
indications that the third party’s level of compliance with applicable AML
legislationor regulationis inadequate, for examplebecausethe third party has
been sanctioned for breaches of AML/CFT obligations;

o The third party applies CDD measures and keeps records equivalent to EEA
standards andthatitis supervisedfor compliance with comparable AML/CFT
obligationsinline with Section40(1) of the CJA2010;

o The third party will provide, immediately upon request, relevant copies of
identificationand verificationdata, among others inline with Section 40 (4) (b)
of the CJA2010;

o Thequality of the third party’s CDD measuresis suchthatit canbe relied upon;
and

o Thelevel of CDD applied by the third party is commensurate tothe ML/TF risk
associatedwiththe businessrelationship.

4.7.3 Useof Intermediaries

Risk factors that Firms should consider whenassessing the risk associated with the use of
intermediaries, include for example, whether the intermediary is:

e Aregulated person subject to AML obligations that are consistent with those of the
4AMLD;

e Subject to effective AML supervision and there are no indications that the
intermediary’s level of compliance with applicable AML legislation or regulation is
inadequate, for example ,because the intermediary has been sanctioned for breaches
of AML/CFT obligations;

¢ Involved onanongoing basis in the conduct of business and whether this affects the
Firm’s knowledge of the customer and ongoing risk management;

e Basedinajurisdiction associated with higher ML/TF risk. Where an intermediary is
based in a high risk third country that the European Commission has identified as
having strategic deficiencies, Firms should not rely on that intermediary. Reliance
may be placed on an intermediary where it is a branch or majority-owned subsidiary
of another Firmestablishedinthe EU,and the Firmis confident that the intermediary
fully complies with group-wide policies and procedures.

4.8 Assessing ML/TFrisk

Firms should take a holistic view of the ML/TF risk factors they have identified that,
together,will determine the level of ML/TFrisk associated with a business relationship or
transaction.
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48.1 Weighting Risk Factors

As part of this assessment, Firms should consider whether to weight risk factors
differently depending ontheir relative importance.

When weighting risk factors, Firms should make an informed judgment about, and
document the relevance of different risk factors in the context of a business relationship
or transaction. The weight giventoeach of thesefactorsis likely tovary from product to
product and customer to customer (or category of customer) and from one Firm to
another. When weighting risk factors Firms should ensure that:

e  Weightingis not unduly influenced by just one factor;

e Economicor profit considerations do not influence therisk rating;

e Weighting does not lead to a situation where it is impossible for any business
relationshiptobe classified as highrisk;

e Situations identified by 4AMLD or national legislation as always presenting a high
money laundering risk cannot be over-ruled by the Firm’s weighting, for example a
correspondent relationship with a Firm outside of the EEA must apply enhanced
customer duediligence; and

e Firms are able to override any automatically generated risk scores where necessary.
The rationale for the decision to override such scores should be governed and
documented appropriately.

Where Firms use automated IT systems to allocate overall risk scores to categorise
business relationships or transactions and does not develop these in house, rather
purchases themfromanexternal provider, they should ensure that:

e The Firm fully understands the risk rating methodology and how it combines risk
factors toachieve anoverallrisk score;

e Themethodology used meets the Firm’s risk assessment requirements and legislative
obligations; and

e The Firmisabletosatisfyitselfthat thescores allocated are accurate and reflect the
Firm’s understanding of ML/TFrisk.

48.2 Categorising Business Relationshipsand Occasional Transactions

Following their risk assessment, Firms should categorise their business relationships and
occasional transactionsaccording tothe perceivedlevel of ML/TFrisk.

Firms should decide on the most appropriate way tocategorise risk°. This will depend on
the nature and size of the Firm’s business and the types of ML/TF risk to which it is
exposed.

The steps Firms take toidentify and assess ML/TF risk across their business should be
proportionate tothe nature andsize of each Firm.

For example Firms may categories risk as high, medium and low, or variations of the similar ratings
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4.8.3 Monitoringand Review of Risk Assessment

Section 30A.(4) of the CJA2010 provides that a Firm:

“.... shall keep the business risk assessment, and any related documents, up to date in
accordance with its internal policies, controlsand procedures...”

Firms should keep their Business Risk Assessment and assessments of the ML/TF risk
associatedwithindividual businessrelationships and occasional transactions as well as of
theunderlying factors under reviewtoensure their assessment of ML/TF risk remains up
todate andrelevant. Where the Firm is aware that a new risk has emerged, or anexisting
one has increased, this should be reflected in Business Risk Assessment as soon as
possible.

Firms should assess information obtained as part of their ongoing monitoringof a business
relationship and consider whether this affects the riskassessment.

4.8.4 EmergingML/TFrisks

Firms should ensure that they have systems and controls in place to identify emerging
ML/TFrisks and that theycanassess theserisks and, where appropriate, incorporate them
into their Business Risk Assessments and Customer/Transaction Risk Assessments ina
timely manner.

Examples of systems and controls Firms should put in place to identify emerging risks
include:

e Processestoensurethatinternalinformationis reviewedregularly toidentify trends
and emergingissues;
e Processestoensurethatthe Firmregularlyreviews relevant informationfrom sources
suchas:

The Irish National Risk Assessment;

The European Commission’s Supra-national Risk Assessment;

European Commission’s list of high-risk third countries;

National Risk Assessment of the jurisdiction(s) in which the Firm operates or

customers of a Firm are located;

o Communications issuedby FIU Ireland;

o Guidance, circulars and other communication from the Central Bank and other

relevant regulatory bodies ;

Information obtained as part of the initial CDD process;

The Firm’s own knowledge and expertise;

Informationfromindustry bodies;

Information from international standard setting bodies such as Mutual Evaluation

Reports (“MERs”) or thematicreviews;

o Changestoterroralertsandsanctionsregimes assoonas they occur, for example by
regularly reviewingterror alerts and looking for sanctions regime updates;

o Information from international institutions and standard setting bodies relevant to
ML/TFrisks (e.g.UN,IMF,Basel, FATF); and

o O O O

o O O O
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o Other credible and reliable sources that can be accessed individually or through
commercially available databasesor tools that are determined necessary by a Firm
on arisk-sensitive basis;

e Processestocapture andreviewinformationonrisks relating tonew products;

e Engagementwithotherindustry representatives,competent authorities andFIU (eg.
round tables, conferences and training providers), and processes to feed back any
findings torelevant staff'!;and

e Establishinga culture of informationsharing and strong ethics withinthe Firm.

4.8.5 Updatingof ML/TFRisk Assessment

Firms should put in place systems and controls toensure their Business Risk Assessments
and Customer/Transaction Risk Assessments remainuptodate. Examplesinclude:

e Settingatimeline on which the next risk assessment update will take place,toensure
changing, new or emerging risks are included inrisk assessments. Where the Firm is
aware that a new risk has emerged, or an existing one has increased, this should be
reflectedinrisk assessments assoonas possible;

e Carefully recording issues throughout the year that could have a bearing on risk
assessments,suchas:

o Internalsuspicious transactionreports;
o Compliancefailures andintelligence fromfront office staff; or
o Any findings from internal/externalaudit reports;

Like the original risk assessments, any update to a risk assessment and adjustment of
accompanying CDD measures should be documented, proportionate and commensurate
tothe ML/TFrisk.

11 Reference to staffincludes officers/volunteers, depending on the type of financialinstitution
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5.  Customer Due Diligence

51 Applicationof Risk Assessment

Section 30B.(1) of the CJA2010 requires Firms to identify and assess the
ML/TF risk inrelation to a customer or particular transaction in order to
determine the level of customer due diligencerequired under Sections 33
and 35 of the CJA2010.

In carrying out the determination, Section 30B.(1) of the CJA 2010
requires Firms tohaveregardto:

“(a) the relevant business risk assessment,

(b) the matters specified in Section 30A(2),

(c)anyrelevantrisk variables, includingat least the following:
(i) the purpose of an account or relationship;

(ii) the level of assets to be deposited by a customer or the size of
transactions undertaken;

(iii) the regularity of transactions or duration of the business
relationship;

(iv)any additional prescribedrisk variable,

(d) the presence of any factor specifiedin Schedule 3 or prescribed under
Section 34A suggestingpotentially lower risk,

(e) the presence of any factor specifiedin Schedule 4,and

(f) any additional prescribed factor suggesting potentially higher risk”

Firms should document their determination under Section 30B. (1) of the CJA 2010 in
writing and retainthe determinationinaccordancewiththe Firm's record keeping policies
and procedures. Where a Firmdoes not document their determinationunder Section 30B.
(1) of the CJA 2010, the Central Bank may direct them to do so. A Firm, which fails to
document a determination in accordance with a direction of the Central Bank under
Section 30B.(2) of the CJA2010,commits anoffence andis liable to criminal prosecution.
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52 Customer Due Diligence (“CDD”)

Sections 33to 39 of the CJA 2010 provide the CDD measures, which a Firm must
takein order to comply with its obligations in respect of identifying and verifying
customers, persons purporting to act on behalf of customers and beneficial
OoWners.

In accordance with Section 33(1) of the CJA 2010, Firms are required to identify
and verify customers and where applicable, beneficial owner(s):

e prior tothe establishment of a business relationship with a customer;

e prior tocarrying out anoccasional transaction or service for a customer;

e prior to carrying out any service for a customer, if, having regard to the
circumstances, the Firm has reasonable grounds to suspect that the
customer is involved in, or the service, transaction or product sought by the
customer is for the purpose of ML/TF;

e prior to carrying out any service for a customer where the Firm has
reasonable grounds to doubt the veracity or adequacy of documents;

e atany time, including where the relevant circumstances of a customer have
changed; and

e atany time where aFirm is obliged by virtue of any enactment or rule of law
to contact a customer for the purposes of reviewing any relevant
information relating to the beneficial owner connected with the customer.

The level of CDD measures, which a Firm is required to apply under Sections 33
to 39 of the CJA 2010 depends upon the nature of the relationship between the
Firm and its customer, the type of business conducted and the perceived ML/TF
risks arising.

Section 33(5) of the CJA 2010 allows a Firm to identify and verify the identity of
acustomer during the establishment of a business relationship in circumstances
where the Firm believes there is no real risk of ML/TF. However, per Section
33(6) of the CJA 2010, while the account may be opened prior to CDD being
complete, transactions may not be carried out by or on behalf of the customer or
beneficial owner until CDD is complete.

Section 33(8)(a) of the CJA 2010 prohibits Firms that are unable to identify and
verify a customer due to the failure of that customer to provide the necessary
documentation or information, from providing any service or carrying out any
transactions sought by that customer while the documentation or information
required remains outstanding.

Section 33(8)(b) of the CJA 2010 provides that Firms must separately and
distinctly take action to discontinue the business relationship with the customer
in such circumstances.

The Central Bank has not included prescriptive / definitive examples of documentation
that it considers would satisfy customer identification and verification requirements.
Firms, in applying a risk-based approach, should maintain their own lists of documents,
which they will accept, in satisfaction of this obligation and in accordance with relevant
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national and international laws and standards and taking into account other obligations
such as financial inclusion and data protection. Such lists should be subject to review, to
ensurethat they remaincurrent and appropriate, takinginto account,among other things,
a Firm’s evolving processes, adoption of new technology, and any relevant external or
environmental factors (e.g. pandemic).

CDD involves more than just verifying the identity of a customer. Firms should collect and
assess allrelevant informationinordertoensure that the Firm:

e Knows its customers, persons purporting®? to act on behalf of customers and their
beneficial owners,where applicable;

e Knows what it should expect from doing business withthem; and

e |salerttoany potential ML/TFrisksarisingfromthe relationship.

Firms should consider the following steps when conducting CDD measures in relation to
new and existing customers, products or services. The listis non-exhaustive and it is for
eachFirmto demonstrate its compliance with the obligations set out underthe CJA2010.

e Where CDD is completed during the establishment of the business relationship, the
policies and procedures should specify the defined timeframe in which CDD must be
completed. The duration of this defined timeframe should minimise therisk of being
unable tocontact the customer or returnthe funds tothe original source, should there
be arequirement todiscontinue the business relationship;

e  Where the Firm has reasonable grounds to doubt the adequacy and veracity of CDD
documentationandinformation held on file for a customer.

e Ensuring that contractual arrangements for new customers adhere to the statutory
obligations as prescribed by Section 33 (8) (a) and (b) of the CJA 2010. Inrelation to
the circumstances thatwould result inthe discontinuance of the business relationship
and the subsequent effect of such discontinuance, customers should be advised or
notifiedin advance as part of the on-boarding process; and

e Implement processes that allows the Firmto return funds directly tothe source from
which they came, where appropriate. Firms should exercise caution when considering
the means of doing this,so as not to appeartoconvert or legitimise suchfunds. Firms
should also consider whether there is any cause for suspicion of ML/TF in
circumstances where CDD is not forthcoming, and ensure suspicious transaction
reportingobligations arefulfilled as required. It isimportant that atall times, Firms act
in the best interest of the customer (or prospective customer), while protecting the
integrity of the financial system by preventing it being used for money laundering or
financing terrorism, while exhausting all possible avenues before taking any actions
that might disadvantage a customer.

5.2.1 DocumentationandInformation

Evidence of identity cantake a number of forms. Firms should set out intheir policies and
procedures the documents and information which they are willing to accept and the
circumstances under which they are willing to accept themin order to identify and verify

12 persons acting on behalf of the customer may include Power of Attorney cases, Executor/Administrator, Ward of court,
vulnerable customer who has athird party acting on their behalf via formal authorisation
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the identity of a customer®®. The amendment to the CJA 2010 under the Act of 2021
broadens the sources of information, which can be used by Firms to identify and verify a
customer’s identity to explicitly include information from relevant trust services as
specifiedinthe eI DAS Regulation.

Firms should retainrecords evidencing identity ineither paper or electronic format.

5.2.2 Beneficial Ownership

Section 33(2) (b) of the CJA2010 requires Firms to:

e identify any beneficial owner(s) connected with a customer or service;
and

e take measures reasonably warranted due tothe ML/TFrisk toverify the
beneficial owner’s identity

to the extent necessary toensure thatthe Firmhas reasonable grounds to be
satisfied that the Firm knows who the beneficial owner is and in the case of
certainlegal structures, tounderstand the ownership and control structure of
the entity or arrangement concerned. Where the beneficial owner is the
senior managing official referredtoinArticle 3(6) (a) (ii) of 4AMLD, Firms are
required totake the necessary measurestoverify the identity of that person
and retain records of the actions taken to verify that person’s identity
including any difficulties encounteredinthe verification process.

WithregardtoSection 33(2) (b) of the CJA2010, Firms should:

e Compile documented assessments determining scenarios where beneficial
ownership may be a factor with regard to the provision of products and services
offered by the Firm'%; and

e Assessanddocument:

o the degree of verification required regarding the beneficial owners
depending on the associated ML/TF risk attaching to such beneficial
owners;
the procedures tobe appliedin these circumstances;and
where relevant, measurestakentoidentify a beneficial ownerand any
difficulties encounteredinestablishing a beneficial owner’s identity.

Firms should note that there is an obligation to identify all beneficial owners. In addition,
Firms are required to verify the identity of beneficial owners by taking those measures
reasonably warranted by a risk based approach following an assessment of the ML/TF
risks presented by the customer.

In complying with their obligations to identify and verify the identity of a customer’s
beneficial owner(s), and in circumstances where a senior managing official(s) has been

13 \Where appropriate, Firms should also document their approach to accepting alternative documentation to support
financial inclusion.

an example of this could be accounts held by minors



Anti-Money Laundering and Countering the Financing of Terrorism Guidelines for the Financial Sector Central Bank of Ireland Page 32

listed as a customer’s beneficial owner(s), Firms should establish whether their customer
has in fact exhausted all possible meanstoidentify their beneficial owner(s).

Prior to the establishment of a business relationship, Firms are required to
confirmthat information concerning the beneficial ownership of a customer
isenteredinthe following registers,where applicable:

e Theexpress trust (beneficial ownership) register (inaccordancewith
Section 35(3A) of the CJA2010;

e The Central Register of Beneficial Ownership of Companies and
Industrial Provident Societies or, as the case may be, the Central
Register of Beneficial Ownership of Irish Collective Asset-
management Vehicles, Credit Unions and Unit Trusts (inaccordance
with Section 35(3C) of the CJA2010.

Notwithstanding the obligation contained under Section 35 (3A) or (3C) of
the CJA 2010, a Firm may allow an account to be opened by its customer
prior to confirming that the required information has been entered on the
relevant register. However, in accordance with Section 35 (3B) or (3D) of the
CJA 2010theFirmshallensure that no transactions inconnectionwiththe
account are carried out on behalf of the customer or beneficial owner until
it is established that the beneficial ownershipinformationis entered into the
relevant beneficial ownershipregister.

Where Firms avail of the provisions of Section 35(3B) and/or 35(3D) of the CJA 2010, they
should document and retaintheir reasons for doing so. Where they are unable to confirm
that the required beneficial ownershipinformationis enteredinto the relevant beneficial
ownership register, Firms should be aware of their obligations under Section 33(8) of the
CJA2010inthisregard (please see section 5.2 of the Guidelines for further information).
Firms should be aware that a transaction includes the receipt of funds from a potential
customer. The return of funds received prior to an account being opened for a potential
customer by a Firm could be used by a money launderer as part of the layering phase of the
money laundering process.
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5.2.3 Beneficial Ownership Registers

4AMLD introduced an obligation for Member States to establish Registers of Beneficial
Ownership for Entities?®. The purpose of these Registers is to deter ML/TF by making it
more difficult for natural persons to hide their ownership and control of Entities by
ensuring that the natural person(s) that isthe ultimate beneficial owner(s)/controller(s) of
Entities are identified, and that this information is readily accessible to law enforcement,
regulators and designated persons (including Firms).

In addition, 4AMLD obliges Entities to maintain their own internal register of beneficial
ownership information. This is separate from the requirement to provide the same
beneficial ownershipinformationtotherelevant central Beneficial Ownership Register.

These obligations are transposedinto Irishlawunder the Beneficial OwnershipSls.

In order to be aneffective tool to prevent anddetect ML/TF, it is important for Entities to
understand that a beneficial owner can be a natural person that ultimately controls an
Entity by direct means (such as, without limitation, by owning a sufficient percentage of
shares or voting rights in the Entity), or via other means (such as, without limitation,
control for the purpose of preparing consolidated financial statements, through a
shareholders' agreement, or through the exercise of dominant influence or the power to
appoint senior management).

Entities should not list the natural person(s) who hold the position of senior managing
official(s) astheir beneficial owner(s) (either intheirinternal beneficial ownership register,
or inthe informationthat they submit tothe Registrar of their relevant central Beneficial
Ownership Register),unless:
e theyhavefirst exhaustedall possible means toidentify a natural person(s)whois
abeneficial owner(s) as definedin Article 3(6) of 4AMLD:; or
e thereis any doubt that the natural person(s) identified are in fact the beneficial
owner(s) as definedin Article 3(6) of 4AMLD.

Entities are obligedtokeeprecords of the actions takeninorder toidentify their beneficial
owner(s).

15 The Registrar of Companies and the Central Bank are responsible for two separate Registers of Beneficial Ownership for
Entities. The Revenue Commissioner will be responsiblefor a separate Register of Beneficial Ownershipof certain trusts
and similar arrangements.

Page 33



Anti-Money Laundering and Countering the Financing of Terrorism Guidelines for the Financial Sector Central Bank of Ireland Page 34

5.2.4 EstablishmentofaBusiness Relationship

Section 33(1) (a) of the CJA 2010, requires Firms to toidentify and verify
the identity of a customer or beneficial owner prior to establishing a
business relationshipwith the customer.

However, Section 33(5) of the CJA 2010 allows Firms to identify and
verify the identity of a customer or beneficial owner during the
establishment of a business relationship, where a Firm reasonably
believes that:

(a) Verifying the identity of the customer or beneficial owner(as the case
may be) prior to the establishment of the relationship would interrupt
the normal conduct of business; and

(b) There is no real risk that the customer is involved in, or the service
sought by the customer is for the purpose of, money laundering or
terrorist financing”.

In such circumstances, Firms must take reasonable steps to verify the
identity of the customer or beneficial owner as soon as practicable.

Section 33(6) of the CJA 2010 allows for circumstances where an
account may opened prior to CDD being complete, however,
transactions may not be carried out by or on behalf of the customer or
beneficial owner until CDD is complete.

Where Firms avail of the provisions of Section 33(5) of the CJA 2010, they should
document and retain their reasonsfor doing so. Where they are unable totake reasonable
steps toverify the identity of the customer or beneficial owner, Firms should be aware of
their obligations under Section 33(8) of the CJA 2010 inthis regard.
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5.2.5 Purpose and Nature of the Business Relationship

Section 35(1) of the CJA 2010, requires Firmsto obtaininformation reasonably
warranted by the ML/TF risk on the purpose and intended nature of the
business relationship with a customer prior to the establishment of the
relationship.

Firms are required to obtain sufficient information about their customers in
order to adequately monitor their activity and transactions and to satisfy
themselves thatthe account is operatinginline withthe intended purpose.

Firms should identify the most appropriate information necessary to satisfy their
obligations under Section 35(1) of the CJA 2010. Depending on the type of customer, the
informationmight include, for example:

e Information concerning the customer’s or beneficial owner’s business or
occupation/employment;

e Information on the types of financial products or services which the customer is
looking for;

e Establishing the source of funds in relation to the customer’s anticipated pattern of
transactions;

e Establishing the source of wealth of the customer (particularly for high risk
customers);

e Copies of the customer’s most recent financial statements;

e Establishingany relationships betweensignatories and customers;

¢ Any relevant information pertaining to related third parties and their relationships
with/ toan account for example, beneficiaries;or

e The anticipated level and nature of the activity thatis to be undertaken through the
business relationship, which may include the number, size and frequency of
transactions that arelikely topassthroughthe account.

While Firms are obliged under Section 35(1) of the CJA2010toobtaininformationonthe
purpose and nature of the business relationship at the outset of the relationship, the
reliability of this profile should increase over time as the Firm learns more about the
customer,their use of products/accounts andthe financial activitiesand services that they
require.

Firms should ensure they review any known information on the customer and monitor
their transactions/activity, in order to ensure they understand the potentially changing
purpose and nature of the business relationship.

5.2.6 Useof Innovative Solutions

Firms should note that the CJA 2010 is technology neutral with regard to the sources,
which aFirm canuse in order tocomply withits CDD obligations under the CJA2010.

Where a Firm utilises such innovative or so-called “RegTech” solutions (collectively
referredto here as ‘RegTechsolution’) toassist withtheir AML/CFT obligations the Firm
should:
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e fully understand the impact the RegTech solution has on the Firm’s regulatory
compliance;

e ensurethat the RegTechsolutioncanachieve compliance for the Firmwithitsrelevant
AML/CFT obligations whenthe RegTechsolution goeslive;

e ensurethatthe RegTechsolutionis capable of being audited by an independent third
party;and

e undertake a compliance risk assessment of the RegTech solution on an annual basis
either independently of, or incorporated into, the Firm’s annual AML/CFT risk

assessment.

Firms remain responsible at all times for ensuring that the utilisation of the RegTech
solution complies with the Firm's regulatory obligations. Firms utilising such RegTech
solutions should alsohave regardto the Joint Committee of the ESAs Opinionon the use of
innovative solutions by credit and financial institutions when complying with their CDD
obligations?®.

16

http://www.eba.europa.eu/documents/10180/2100770/Opinion+on+the+use+of+innovative+solutions+by+credit+and+
financial+institutions+in+thet+customer+due+diligence+process+%28JC-2017-81%29.pdf
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5.2.7 Reliance onOther Partiestocarry out CDD

Section 40(3) of the CJA 2010, provides that Firms can rely on certain
relevant third parties (“Third Party” or “Third Parties”) as set out under
Section 40 subsections (1) (a) to (d) of the CJA 2010 to complete CDD
measures required under Section 33 or 35(1) of the CJA2010.

Section 40(4) of the CJA 2010 provides that Firms may rely on a Third
Party to apply the measures under Section 33 or 35(1) of the CJA 2010
only if:

e thereis an arrangement in place between the Firm and the Third
Party confirming that the Third Party acceptsbeing relied upon; and

e theFirmissatisfied,thatthe Third Partyis a personthat issupervised
or monitored for compliance with the requirements specified under
4AMLD, or requirements equivalent to those under 4AMLD, and on
the basis of the arrangement, the Third Party will forward to the Firm,
as soon as practicable after a request from the Firm, any CDD
documents or information, including any information from relevant
trust services as set out in the elDAS Regulation, relating to the
customer obtained by the Third Party.

Section40(5) of the CJA2010 provides that Firms that rely ona Third
Party toapply measures under Section 33 or 35(1) of the CJA2010
remain liable for any failure toapply the measure.

When placingreliance on Third Parties to undertake CDD, Firms should ensure that:

The arrangement should have clear provisions in respect of obligations between the
Firm andthe Third Party, where the Third Party has formally consented to being relied
upon and the Firm is satisfied, that the Third Party is a person that is supervised or
monitored for compliance with the requirements specified under 4AMLD, or
requirements equivalent tothose under 4AMLD, and onthe basis of the arrangement,
the Third Party will provide the Firm with the underlying CDD documentation or
information, including any information from relevant trust services as set out in the
elDAS Regulation, in a timely manner upon request. In the absence of such an
arrangement, the provisions of Section 40(4) of the CJA 2010 do not apply and the
Firm shoulditself carry out the necessary CDD;

The signed agreement should have clear contractual termsin respect of the obligations
of the Third Party to obtain and maintain the necessary records, and to provide the
Firm with CDD documentation or information upon request. The signed agreement
should not contain any conditional language, whether explicit or implied, which may
resultintheinability of the Third Party to provide the underlying CDD documentation
or information upon request. Examples of such conditional language include (but are
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not limited to) terms such as ‘to the extent permissible by law’, ‘subject to regulatory
request’etc.;

e The Firm’s policies and procedures set out an approach with regard to the
identification, assessment, selection and monitoring of Third Party relationships,
including the frequency of testing performed onsuch Third Parties;

e TheFirmonlyreliesonthe Third Party tocarry out CDD measuresrequired by Section
33 and 35(1) of the CJA 2010. Firms may not rely on the Third Party to fulfil the on-
going monitoring requirements, which they are obliged to conduct as warranted by the
risk of their underlying customers, as prescribed by Section 35(3) of the CJA 2010.
Firms should note that they cannot rely on the third party to perform the EDD
measures or provide senior management approval. However, the relevant third party
may provide assistance to the Firm in gathering the necessary documentation or
informationtoestablishthe source of wealth and source of funds;

e The Firm conducts regular assurance testing to ensure documentation can be
retrieved without undue delay, and that the quality of the underlying documents
obtainedis sufficient; and

e The Firm ensures that it has fully satisfied itself that, in placing such reliance, it can
meet its obligations under the CJA 2010 prior to placing reliance upon a Third Party
basedinjurisdictions known for banking secrecy or similarly restrictive legislation.

Firms should note that placing reliance on a Third Party inaccordance with Section40(3)
of the CJA 2010 does not include a situation where a Firm has appointed another entity to
apply the necessary measures as an outsourcing service provider, intermediary, or an
agent of the Firm. Insuch cases, the outsourced service provider, intermediary, or agent
may actually obtain the appropriate verification evidence in respect of the customer but
the Firm remains responsible for ensuring compliance with the obligations contained with
the CJA 2010.

See alsoSection 5.6.1.C of the Guidelines regarding Third Party Reliance for PEPs.

Page 38



Anti-Money Laundering and Countering the Financing of Terrorism Guidelines for the Financial Sector Central Bank of Ireland

5.3 Ongoing Monitoring

Section 35(3) of the CJA 2010, requires Firms to monitor any business
relationshipthat it has witha customer tothe extent reasonablywarranted
by therisk of ML/TF.

Section 54 of the CJA 2010 requires Firms to adopt internal policies,
controls and procedures in relationto their business, to prevent and detect
the commission of ML/TF. In particular, Section 54(3) of the CJA 2010
requires Firms to adopt internal policies, controls and procedures dealing
witha number of matters, including:

e themonitoring of transactions and businessrelationships;

e theidentificationandscrutiny of complex or largetransactions, unusual
patterns of transactions that have no apparent economic or visible
lawful purpose and any other activity that the Firm has reasonable
grounds to regard as particularly likely, by its nature, to be related to
money laundering or terrorist financing; and

e measures to be takento keep documents and information relating to
risk assessments by the Firmupto date.

When assessing CDD obligations in relation to the on-going monitoring of customers,
Firms should ensure that they have effective and appropriate on-going monitoring policies
and procedures that areinplace,inoperation and adhered to by all staff. Such policies and
procedures should include at a minimum:

e Full review and consideration of all trigger events associated with their customers.
Clear examples of trigger events !’ that are understood by staff and targeted training
should be provided for staff on how to identify possible trigger events and interpret
these. Trigger events should also be reviewed on a regular basis by the Firm and
examples revised where appropriate;

e A well-documented and well-established monitoring programme, which s
demonstrative of a risk-based approach, where high-risk customers are reviewedon a
frequent basis;

e Periodicreviews of customers, the frequency of whichis commensurate with the level
of ML/TFrisk posed by the customer. Firms should alsoensure thatstaff are provided
withspecifictrainingon how to undertake a periodicreview;

e Reassessment and,if applicable, re-categorisation of customersupon material updates
toCDD informationand/or other records gathered through a trigger event or periodic
review;

Y7 Definitive lists of trigger events may lead to complacency within the Firm, as staff may not be open to suspicious activity
outside of the listed triggers. Rather Firms should listexamples of trigger events, which should provoke staff to‘think outside
the box'.
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e Re-categorisation of customers as high risk subject to senior management approval
and the completionof Enhanced Due Diligence!® before a decisionis takentocontinue
therelationship;

e Screeningundertakenof all customerstoidentify newandon-going PEP relationships.
The frequency of suchscreening should to be determined by the Firm, commensurate
withthe Firm’s Business Risk Assessment;

e Clear instruction for staff regarding the action required where appropriate CDD
documentation or information is not held on file. Such instruction should include the
steps that may be takentolocate or obtainsuch documentationorinformation?®; and

e Proactive utilisation of customer contact as an opportunity to update CDD
information.

5.3.1 Monitoring Complex or Unusual Transactions

Section 36A. (1) of the CJA 2010, requires Firms to, as far as possible, in
accordance with their adopted policies and procedures examine the
background and purpose of all transactionsthat:

a) arecomplex,

b) areunusuallylarge,

c) conducted inan unusual pattern,or

d) do not have anapparent economic or lawful purpose.

—_ e~ —~

Firms should note that the criteria listed at (a) to (d) above apply on an
individual, rather thancumulative, basis.

Section 36A.(2) of the CJA 2010 requires Firms to increase the degree and
nature of monitoring of a business relationship in order to determine
whether transactions referred toin Section 36A.(1) appear suspicious.

Firms should attempt to establish the rationale for changes in behaviour and take
appropriate measures, for example conducting additional due diligence or if warranted,
submitting a suspicious transactionreport to FIU Ireland and the Revenue Commissioners.

See alsoSection 5.8 of the Guidelines below regarding complex or unusual transactions
5.3.2 TransactionMonitoring

As discussed in Sections 5.3 and 5.3.1 of these Guidelines, Firms are required to monitor
customer transactions in order to identify transactions that may be suspicious in nature,
and that the intensity of the monitoring should increase with the complexity and scale of

18 Enhanced Due Diligenceis discussed further in section 5.5 of the Guidelines

19 Where itis necessary to write to customers to seek relevant documentation or information, such communications must
clearly detail what isbeingrequested and why, as well as the potential consequences for the customer of failure to provide
such documentation or information, as specified in Section 33(8) of the CJA 2010 which are discussed in further detail in
section 5.2 above.
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those transactions so that the risk of ML/TF is factored into the transaction monitoring
process.

Where Firms have deployed Transaction Monitoring controls to meet their obligations
under the CJA 2010, they should ensure that these controls are effective and that the
controls detect what suspicious activity looks like in the context of the Firm’s business
activities and also in the context of the Firm’s specific customer profile(s). As such, the
controls should be tailored to the Firm’s Business Risk Assessment (see Section 4.2.1 of
these Guidelines), and the Customer/Transaction Risk Assessment (see section 4.2.3 of
these Guidelines).

By using the Business Risk Assessment, a Firm candetermine the appropriate transaction
monitoring solution for its specific business activities. An automated transaction
monitoring system will not always be possible or appropriate based on the nature, scale
and complexity of the Firm’s business. However,inmany cases, anautomated transaction
monitoring solution will be necessary. If a Firm determines that a manual process is
adequate, the decision should be based upon a full assessment of the manual controls
ability to detect suspicious transactions, including unusual patterns of transactions. Such
decision should be documented and approved by senior management within the Firm. In
addition, the controls should be fully documented in the policies and procedures, and
included inthe risk assessment.

While the use of anautomated transaction monitoring solutionis desirable, a Firmshould
not place absolute reliance onany such system and employees should still be aware of the
need to manually identify any transactional activity, which may be suspicious.

Firms should ensure connectivity between its customer (including beneficial owners
where applicable) identification and verification processes, transaction monitoring, and
STR processes. A Firm should have sufficient and up to date information on file and
obtained during the customer identification and verification process to determine
whether transactional activityis suspicious.

Firms should ensure that the adequacy of its controls are subject to continued and regular
review. If anautomated systemis employed, the rules, scenarios,and thresholds should be
regularly reviewed and tested to ensure that they continue to detect identified risks and
emerging risks.

Firms should ensure that thereis a mechanismfor making changestothe controls totake
intoaccount altering risksand newriskindicators, for exampledue to a significant external
event like a pandemic. The Firm’s transaction monitoring levels may need to be
recalibratedtoreflect the impact uponthe economy and changes to patterns of customer
behaviour brought about by the particularexternalevent.

Firms should ensure that, when using an automated solution, that may be proprietary or
provided by anaffiliated or third party entity, a full assessmentas toits suitability for the
risks inherent to the Firm’s specific business, including jurisdictional considerations, is
completed. The Firm should be able to effect changes to the configuration of the
transaction monitoring controls as necessary,and the controls should be fully reflective of
the risks identified in the Firm's Business Risk Assessments and Customer/Transaction
Risk Assessments.

54 Simplified Due Diligence (“SDD”)
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Firms can no longer avail of the exemptions previously contained in Section 34 and 36 of
the CJA 2010, as these sections havebeenrepealed. Anewsection 34 (A) of the CJA2010
has beenintroduced.

Section 34A(1) of the CJA 2010 provides that Firms may take SDD
measures to such extent and at such times as is reasonably warranted by
the lower ML/TF risk inrelation to a business relationship or transaction
where the Firm:

° “(a)identifies in the relevant business risk assessment an area of lower
riskinto which the relationshipor transaction falls; and

e (b) considersthat the relationship or transaction presents a lower
degree of risk”.

Section 34A(2) of the CJA 2010 provides that prior to applying the
measures under Section 34A (1) of the CJA 2010, Firms are required to
conduct appropriate testing to satisfy themselves that the customer,
business relationship or transaction qualifies for the simplified treatment,

Section 34A (3) of the CJA 2010 provides that where a Firm has applied

SDD measures in accordance with Section 34A(1) of the CJA 2010, it is
requiredto:

e “(a)keep a record of the reasons for its determination and the evidence
onwhichitwas based; and

e (b) carryout sufficient monitoringof the transactionsand business
relationships to enable the [Firm] to detect unusual or suspicious
transactions.”

5.4.1 SDD measures whichFirms may apply to Business Relationships or Transactions

Firms should identify the most appropriate SDD measures to apply to business
relationships or transactions in accordance with their policies and procedures. SDD
measures, which Firms may apply, include but are not limited to:

¢ Adjusting the timing of CDD where the product or transaction sought has features that
limit its use for ML/TF purposes, for example by:

o Verifying the customer’s or beneficial owner’s identity during the establishment of
the business relationship;or

o Setting defined thresholds or reasonable time limits, above or after which the
identity of the customers or beneficial owners must be verified. In such
circumstances, Firms should make sure that:

» This does not resultinade factoexemptionfrom CDD;

» They have systems or processes® in place to detect when the threshold or time
limit has beenreached; and

20 Sych systems and processes may be manual or automated in nature.
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» They do not defer CDD or delay obtaining relevant information about the
customer where applicable legislation, for example FTR or provisions in national
legislation, require that this informationbe obtained at the outset;;

e Adjusting the quantity of information obtained for identification, verification or
monitoring purposes, for example by:

o Verifying identity on the basis of information obtained from one reliable, credible
and independent document or data source only; or

o Assumingthe nature and purpose of the business relationship because the product
is designedfor one particular use only,such as a company pensionscheme;

e Adjustingthe quality or source of information obtained for identification, verification
or monitoring purposes, for example by:

o Accepting information obtained from the customer rather than an independent
source whenverifying the beneficial owner’s identity (note that this is not permitted
inrelationtothe verification of the customer’s identity);

o Relying on the source of funds to meet some of the CDD requirements, where the
risk associatedwith all aspects of the relationshipis very low, for examplewhere the
funds are state benefit payments;

o Adjusting the frequency of CDD updates and reviews of the business relationship,
depending on the level of risk associated with that customer; or

o Adjusting the frequency and intensity of transaction monitoring, for example by
monitoring transactions above a certainthreshold only. Where Firms choose to do
this,they should ensure that the thresholdis set at a reasonable level and that they
have systems in place to identify linked transactions that, together, would exceed
that threshold.

When applying SDD measures, Firms should obtain sufficient informationto enable them
to be reasonably satisfied that their assessment that the ML/TF risk associated with the
relationshipis lowis justified. Firms should obtain sufficientinformation about the nature
of the business relationship to identify any unusual or suspicious transactions. Firms
should note that SDD does not exempt it from reportingsuspicious transactions tothe FIU
Ireland and the Revenue Commissioners.

If Firms adjust the amount, timing or type of eachor all of the SDD measures undertaken,
thensuch adjustment should be commensurate with the lowlevel of ML/TF risk, whichthe
Firms have identified.

55 Enhanced Customer Due Diligence (“EDD”)
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Sections 37 to 39 of the CJA 2010 prescribes a number of circumstances in
which Firms are requiredto apply EDD measures, including the following:

e Where the customer, or the customer’s beneficial owner, is a politically
exposed person (PEP);

e Where a Firm enters into a correspondent relationship with a
respondent institutionfroma non-EEAstate;

e Where a Firm deals with a customer (whether a natural person or legal
entity) established in high-risk third countries; and

e To a business relationship or transaction that they have identified as
presenting a higher degree of risk.

Firms should apply risk proportionate levelsof EDD measures inthose situations where it
iscommensurate tothe ML/TFrisk they have identified. Incircumstancesinwhicha Firm
has determined that customers or business scenarios present a higher ML/TF risk, EDD
measures should be applied. Firms should also ensure that they clearly document their
rationale for applying EDD measures. Forexample:

e Firms should ascertain whether they have obtained adequate information regarding
the customer and the customer’s business in the context of the service they are
providing tothe customer, toforma basis for areliable and comprehensive assessment
of therisks arising.

If the informationis not adequate, Firms should seek additional documentation, which

may include, for example:

o Establishinga customer’s source of wealth/ source of funds; and/or

o Additional information regarding the customer and/or service, including additional
CDD information in any case where the Firm has doubts about the veracity or
adequacy of information previously obtained.

e Firmsshould apply anenhanced level of ongoing monitoring totheir business withthe
customer, as appropriate to their assessment of the ML/TF risk arising from the
business with that customer. Firms should review the level of that monitoring on a
regular basis toensure that it remainsrisk-appropriate.

Firms should apply EDD measures in higher risk situations to manage and mitigate those
risks appropriately. EDD measures cannot be substituted for CDD measures but must be
appliedin additiontoCDD measures.
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5.6 EDDinrelationto Politically Exposed Persons (“PEPs”)

Section 37 of the CJA 2010 requires the identification of PEPs and the
applicationof EDD measures to PEPs.

The PEPregimeinirelandincludes all PEPs, irrespective of residency, including PEPs from
Ireland.

Individuals who have or have had, a high political profile, or hold or have held, public office,
or are currently performing or have performed a prescribed function (as determined by
the Minister for Justice) can pose a higher money launderingrisk to Firms as their position
may make them vulnerable tocorruption. Thisrisk,and therefore EDD requirements for
PEPs, alsoextends tomembers of theirimmediate families and to known close associates.

Firms should note that PEP status itself is intended to apply higher vigilance to certain
individuals and put those individuals that arecustomersor beneficial owners intoa higher
risk category. Itis notintendedtosuggestthat suchindividualsare involvedinsuspicious
activity.

Section 37 of the CJA 2010 provides a definition of persons who are
classified as PEPs and the steps which Firms must undertake to determine
whether any of the following are PEPs, immediate family members of a
PEPor aclose associate(s) of a PEP:

e a customer or beneficial owner connected with the customer or
service concerned; or

e 3 beneficiary of a life assurance policy or other investment related
assurance policy; or

e abeneficial owner of the beneficiary.

Firms arerequiredto undertake the steps:

e prior tothe establishment of a business relationship;
e priortocarryingout anoccasional transaction,or

e prior tothe pay out of alife assurance policy or the assignment, in
whole or in part, of such a policy.

The steps tobe taken by Firms under Section 37 of the CJA 2010 should reflect the level
of risk that the customer or beneficial owner is involvedin money laundering or terrorist
financing.
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In demonstrating compliance with the obligations set out under Section 37 of the CJA
2010, Firms should undertake the measures outlinedin Sections 5.6.1t05.6.4 below.

5.6.1 PoliciesandProceduresinrelationtoPEPs

A. PEP Identification

Firms should put appropriate policies and procedures inplace todetermine:
e Ifacustomeror beneficial owneris a PEP at onboarding; or

e If a customer becomes a PEP during the course of the business relationship with the
Firm.

Firms should note that newand existing customers may not initially meet the definition of
a PEP, but may subsequently become one during the course of a business relationship with
the Firm. On this basis, Firms should undertake regular and on-going screening of their
customer base and the customers’ beneficialowners (where relevant), toensure that they
have identified all PEPs. The frequency of PEP screening should be determined by Firms
commensurate with their Business Risk Assessment.

B.Management of PEPS

Firms’ policies and procedures should address how any PEP relationships identified will be
managed by the Firm including:

e Application of EDD measures to PEPs, including determining Source of Wealth and
Source of Funds;

e Obtaining senior management Approval; and
e Enhancedon-going monitoring measures.
C.RelianceonThird Parties inrelationto PEPs

Firms should alsohave appropriate policies and proceduresin place ininstances where the
Firmis relyingupona Third Party to performthe due diligence measures on customers and
beneficial owners. The policies and procedures should set out the stepstobe taken by the
Firm when the Third Party has identified a new PEP relationship.

Firms should note that they cannot rely on the Third Party to performthe EDD measures
or provide senior management approval. However, the Third Party may provide assistance
to the Firm in gathering the necessary documentation or information to establish the
source of wealthand source of funds.

SeealsoSection 5.2.6 of the Guidelines regardingrelianceon Third Parties.
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5.6.2 Senior Management Approval of PEPs

Section 37(4) (a) of the CJA 2010 requires Firms to ensure that approval is
obtained from senior management beforea businessrelationshipis established or
continuedwith a PEP.

Firms should put appropriate policies and procedures inplace clearly setting out:

e The reporting and escalation of PEP relationships to senior management (up to and
including the Member of Senior Management (as definedinsection 6.3 below), where
relevant and appropriate);

e Thetimelines for obtaining senior management sign-off; and

e Thelevel of seniority requiredinorder toapprove a PEP relationship.

The Firm must allocate responsibility for the approval of PEP relationships, and must
ensure that the approval of a PEP relationship is conducted by individuals who are
appropriately skilled and empowered, and this process issubjectto appropriate oversight.
Firms should determine the level of seniority for sign-off by the level of increased ML/TF
risk associated with the business relationship. The Senior Manager approving a PEP
business relationship should have sufficient seniority and oversight to take informed
decisions onissues that directlyimpact the Firm's ML/TF risk profile.

When considering whether to approve a PEP relationship, Firms should take into
consideration;

e The level of ML/TF risk that the Firm would be exposed to if it entered into that
business relationship;and
e  Whatresources the Firmwould requirein order tomitigate the risk effectively.

Where Firms are considering whether to enterinto, or to continue to carry on a business
relationshipwitha PEP,they should ensure that:

e thematterisdiscussedat senior management level;
e thecorresponding ML/TFrisks are acknowledged; and
e thedecisionreachedis documented.
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5.6.3 Sourceof Wealth/ Source of Funds of PEPs

Section 37(4) (b) of the CJA 2010 requires Firms determine the source of wealth
and funds for the following transactions inrelationto PEPs

“(i)transactions the subject of any business relationship with the customer that are
carried out with the customer or in respect of which a service is sought, or

(ii) any occasional transaction that the designated person carries out with, for or on
behalf of the customer or that the [Firm] assiststhe customer to carry out.”

Firms should take adequate measures to establish the source of wealth and source of
funds, which aretobe usedinthe business relationshipinordertosatisfy themselves that
they do not handle the proceeds of corruptionor other criminal activity.

The measures, which Firms should take toestablish a PEP’s source of wealth and source of
funds will depend on the degree of risk associated with the business relationship. Firms
should verify the source of wealth and the source of funds based on reliable and
independent data,documents or information.

When determining the source of wealth and source of funds, Firms should, at least
consider:

e The activities that have generated the total net worth of the customer (that is, the
activitiesthat producedthe customer’s funds and property); and

e Theoriginandthe means of transfer for funds that areinvolvedinthe transaction (for
example, their occupation, business activities, proceeds of sale, corporatedividends).

5.6.4 Enhanced On-going monitoring of PEPs

Section37(4) (c) of the CJA2010 requires Firms toapply enhanced
monitoring of the business relationshipwith PEPs.

This is in addition to the monitoring required under Section 35(3) of the CJA
2010inorderto identify any unusual transactions by PEPs.

Section 37(4A) of the CJA 2010 requires Firms to continue to apply the
measures set out inSection 37(4) toa PEP for as long as is reasonably required
until the personis no longer deemedto pose a risk, arising fromtheir previous
PEPstatus.

Firms should regularly review the information they hold on PEP customers and their
beneficial owners (where relevant) to ensure that any new or emerging information that
could affect therisk assessmentis identified ina timely fashion. The frequency of ongoing
monitoring should be determined by the Firm commensurate with the higher risk
associatedwiththe PEP relationship.
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5.7 EDDin Relationto Correspondent Relationships

Section 38 of the CJA 2010 sets out the EDD requirements Firms are required to
undertake in relation to correspondent relationships involving the execution of
payments with another credit institution or financial institution, where the
respondent institutionis situatedina non-Member State.

Correspondent relationships include correspondent relationships between credit
institutions and between credit and financial institutions, including relationships
established for securities transactions or funds transfers. Correspondent relationships
also applies to relationships where there may be no underlying third party customer for
example relationships between and among credit and financial institutions acting on a
principal-to-principal basis.

Where a correspondent institution processes and executes transactions on behalf of
customers of a respondent institution, the correspondent institution often faces a
heightened level of ML/TF risk due to the correspondent institution not having a direct
relationshipwiththe customer of the respondent institution.

Reference tocorrespondent relationshipsin this sectionshallhave the meaning giventoit
under the CJA2010.

A correspondent institution’s policies and procedures should adequately address all of its
obligations as set out under Section 38 of the CJA 2010. Firms may also find this section
useful in respect of correspondent relationships within Member States. AFirm may apply
differing levels of CDD to such correspondent relationships inaccordance with the Firms’
ownrisk assessment.
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5.7.1 RiskAssessment of Correspondent Relationships

Section 38 (1) (a) to (f) of the CJA 2010 provides that the correspondent
institution shall not enter into a correspondent relationship unless, prior
tocommencing the relationship, the correspondent institution:

(a) “hasgathered sufficientinformationabout the respondent institution to

(b)

(c)

(d)

(e)

(f)

understand fully the nature of the business of the respondent
institution,
is satisfied on reasonablegrounds, based onpublicly available
information, that the reputation of the respondent institution, and the
quality of supervision or monitoring of the operation of the respondent
institutioninthe place, are sound,
is satisfied on reasonablegrounds, having assessed the anti-money
laundering and anti-terrorist financing controls applied by the
respondent institution, that those controls are sound.
has ensured that approval has been obtained fromthe senior
management of the institution,
has documentedthe responsibilities of eachinstitutionin applyinganti-
money laundering and anti-terrorist financing controlsto customersin
the conduct of the correspondent relationship and, in particular -
(i) theresponsibilitiesof the institutionarising under this Part,
and
(ii) anyresponsibilities of the respondent institution arising under
requirements equivalent to those specified in the Fourth
Money Laundering Directive,
and

inthe case of a proposalthat customersof the respondent institution
havedirect accessto a payable-throughaccount held withthe
institution in the name of the respondent institution, is satisfied on
reasonablegrounds that the respondent institution -

(i) has identified andverified the identity of those customers, and
isable to provide to the institution, upon request, the
documents (whether ornotin electronicform)or information
used by the institution to identify and verify the identity of
those customers,

(i) has applied measuresequivalent to the measure referred to in
section 35(1)in relationto those customers, and

(iii) isapplying measures equivalent to the measure referred to in
section 35(3)in relationto those customers.

Correspondent institutions should perform risk assessments of all correspondent
relationships. The risk assessment of the respondent institution should take into account
anumber of risk factors including but not limited to:
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e Thejurisdictionin which the respondent institutionis incorporatedinand the AML/
CFT regulatory regime whichthe respondent institutionis subjectto;

e The ownership and management structure of the respondent institution, including
any role performed by or influenced by beneficial owners or PEPs;

e Thebusiness purpose of the relationship;

e Operations andtransactionvolumes;

e Thecorrespondentinstitution’s customer base;

e Thequality of the respondent institution’s AML/CFT systems and controls; and

¢ Anynegativeinformationknownabout the respondent institutionorits affiliates.

The conclusion of the risk assessment should determine the appropriate risk rating
attachingtoaparticular respondent institutionanddrive the level of EDD applied and the
frequency of relationshipreview.

5.7.2 Senior Management Approval of Respondent Relationships

Section 38(1) (d) of the CJA 2010 requires the senior management of the
correspondent institutionto approve correspondent relationships

The correspondent institution should be able to evidence that appropriate consideration
has beengiventomaintainorexita particular correspondent relationship. Correspondent
institutions should document and retain all approvals by senior management for all new
correspondent relationships and reviews of existing correspondent relationships (see
5.6.2inrelationtosenior management approval for PEPs).

5.7.3 Responsibilities of each Party regarding Respondent Relationships

Section 38(1) (e) of the CJA 2010 requires the correspondent institution to
document ...

“the responsibilities of eachinstitution in applying anti-money laundering and anti-
terrorist financing controls to customers in the conduct of the correspondent
relationshipand, in

particular—

(i) theresponsibilitiesof the institutionarising under this Part, and

(i) any responsibilities of the respondent institution arising under
requirements equivalent to those specified in the Fourth Money
Laundering Directive.”

Correspondent institutions should have policies and procedures in place which ensure
that the respective responsibilities of the correspondent institution and respondent
institutioninapplying AML/CFT controls is documented, prior tothe establishment of the
correspondent relationship.

5.7.4 Correspondent Relationshipsinconnectionwith Shell Banks

Correspondent institutions should have policies and procedures in place, which ensure
that:
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e The correspondentinstitutiondoes not enterintoa correspondent relationshipwith
arespondentinstitutionthatis a shell bank; or

e The respondent institution, with whom it has entered into a correspondent
relationship, does not have a relationshipwitha shell bank.

5.7.5 LiaisonwithRespondent Institutions

Correspondent institutions should appoint a member of senior management, the
Compliance Officer,orthe MLRO to:

e Liaisewithanddiscuss any potential AML/CFT issueswiththe respondent institution;
e Obtainthenecessary CDDinformation;and

e |fnecessary,conduct anonsitevisit tothe respondent institution’s offices as part of the
correspondent institution’s CDD measures.

5.7.6 Screening of Respondent Institutions

Correspondent institutions should regularly screen respondent institutions, their
controllers, beneficial owners and any other connected persons, to identify for PEP
connections or persons,or affiliated or subsidiary entities subject tofinancial sanctions.

5.7.7 Information Requirements for Correspondent Relationships

Correspondent institutions should ensure that sufficient informationis obtained on all
respondent relationships and particularly for any respondent relationship where EDD is
applied. Information obtained for a respondent institution may include, but is not limited
to, the following:

e Jurisdiction where the respondent institution is located (Member State or Non
Member State);

e Ownership/control structure (e.g. publicly listed entity);

e Structureandexperience of the Board of Directors/Executivemanagement;

e |nformationfromrespondent’s website and respondent’s latest annual return;

e Reputationof respondent institutionand regulatory status;

e Respondent’s AML/CFT controls.
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5.7.8 Ongoing monitoring of Correspondent Relationships

The respondent institution is in effect a customer of the correspondent
institution and as such, as required under Section 35 of the CJA 2010, the
correspondent institution must apply on-going monitoring measures pursuant
tothe level of ML/TFrisk presented by the correspondent relationship.

Correspondent institutions should perform periodic reviews on a regular basis, with
higher risk correspondent relationships reviewed more frequently, but at least on an
annual basis. In addition, the following non-transactional trigger events should be
considered:

Material change in ownership and/or management structure within the respondent
institution;

Re-classification of the jurisdiction where the respondent institution is located by the
European Commissionor FATF;

Identification of a PEP relationship associated with the respondent institution;
Identification of adverse media onthe respondent institution;

Correspondent institutions should conduct transaction monitoring on the respondent
institution and the associated underlying transactions.

5.7.9 Unusual Transactions in Correspondent Relationships

Correspondent institutions should put in place adequate policies and procedures to detect
unusual transactions or patterns of transactions. The following examples are illustrative
of possible suspicious transactionalrespondent activity:

Transactions involving higher risk countries vulnerable toMoney Laundering and/or
Terrorist Financing;

Transactions withthose respondent institutions alreadyidentify as higher risk;

Large (volume or value) transaction activity involving monetary instruments (eg.
money orders, bank drafts), especially involving instruments that are sequentially
numbered;

Transaction activity that appears unusual in the context of the relationship with the
respondent institution;

Transactions involving shell corporations;

Transactions that are larger or smaller than the correspondent institution would
normally expect based on its knowledge of the respondent institution, the business
relationshipandtherisk profile of the respondent institution.

Page 53



Anti-Money Laundering and Countering the Financing of Terrorism Guidelines for the Financial Sector Central Bank of Ireland

58 EDDinrelationto Complex or Unusual Transactions

36A. (1) of the CJA 2010 requires Firms to, in accordance with their adopted
policies and procedures, examine the background and purpose of all complex
or unusually large transactions, and all unusual patterns of transactions, which
have no apparent economic or lawful purpose.

36A. (2) of the CJA 2010 requires Firms to increase the degree and nature of
monitoring of a business relationship in order to determine whether
transactions referredtoinsubsection (1) appear suspicious.

Firms should put in place adequate policies and procedures to identify unusual
transactions or patterns of transactions. Examples mayinclude transactions or patterns of
transactions that are:

e Largerthanthe Firm would normally expect based on its knowledge of the customer,
the business relationship or the categorytowhich the customer belongs;

e Ofanunusual or unexpected patterncomparedwiththe customer’s normal activity or
the patternoftransactionsassociated withsimilar customers, products or services;or

e Very complex compared with other similar transactions associated with similar
customer types, products, or services; and the Firm is not aware of an economic
rationale or lawful purpose or doubts the veracity of the informationit has beengiven.

Where Firms detect unusual transactions or patterns of transactions, they should apply
EDD measures sufficientto help the Firm determine whether these transactions give rise
tosuspicion. Such EDD measures should at least include:

e Takingreasonableand adequate measures tounderstand the background and purpose
of these transactions, for example by establishing the source and destination of the
funds or finding out more about the customer’s business toascertain the likelihood of
the customer making suchtransactions; and

e Monitoring the business relationship and subsequent transactions more frequently
and with greater attention to detail. A Firm may decide to monitor individual
transactions where this is commensuratetotherisk it has identified.

See also Section 5.3.1 of the Guidelines regarding the monitoring of large or unusual
transactions.
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59 EDDinrelationto High-Risk Third Countries and other High-Risk Situations

Section 38A.(1) of the CJA2010 requires Firms to apply the following
measures tomanage and mitigate the ML/TFrisk,inadditiontothose
under Chapter 3 of the CJA 2010, whendealing witha customer
established or residingina high-risk third country:

(a) Obtaining additional information on the customer and on the
beneficial owner;

(b) Obtaining additional information on the intended nature of the
business relationship;

(c) Obtaining information on the source of funds and source of
wealth of the customer and of the beneficial owner;

(d) Obtaining information on the reasons for the intended or
performed transactions;

(e) Obtaining the approval of senior management for establishing or
continuing the business relationship;

(f) Conducting enhanced monitoring of the business relationship by
increasing the number and timing of controls applied and
selecting patterns of transaction that need further examination

Section 39.(1) of the CJA2010 requires Firms to apply measures to
manage and mitigate the ML/TFrisk toa business relationship or
transactionthat presentsa higher degree of risk.

The amendments to the CJA 2010 under the Act of 202 1 (contained in Section 38A (1))
sets out more detailed enhanced due diligence measures which Firms must apply in the
specificinstance of dealing with a customer established or residing in a high-risk third
country.

Firms, when dealing with customers in all other high-risk situations, should take an
informed decision about which EDD measures are appropriate for these situations.

Firms should apply appropriate EDD, including the extent of the additional information
sought and of the increased monitoring carried out, based on the reason(s) why the
transactionor abusiness relationship is classified as highrisk.

Apart from the specific EDD measures, which Firms are obliged totake when dealing with
a customer established or residing in a high-risk third country, Firms should decide what
EDD measures they deemappropriate. For example,in certainhigh-risk situations a Firm
may deem it appropriate to focus on enhanced ongoing monitoring during the course of
the business relationship as opposedto applying other or additional EDD measures. Below
is a non-exhaustive list of EDD measures which a Firm may decide to take in order to
mitigate the ML/TFrisk.
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Seeking information about the customer’s or beneficial owner’s identity, or the
customer’s ownership and control structure, in order to be satisfied that the risk
associated with the relationship is well understood. This may include obtaining and
assessing information about the customer’s or beneficial owner’s reputation and
assessing any negativeallegations against the customer or beneficial owner. Examples
include:

o Informationabout family members andclose business partners;

o Information about the customer’s or beneficial owner’s past and present business
activities; and

o Adverse mediasearches;

Seeking information about the intended nature of the business relationship to
ascertainthat the nature and purpose of the business relationshipis legitimate and to
help Firms obtain a more complete customer risk profile. This may include obtaining
informationon:

o The number, size and frequency of transactions that are likely to pass through the
account, to enable the Firm to spot deviations that might give rise to suspicion (in
some cases, requesting evidence may be appropriate);

o Why the customeris looking for a specific product or service,inparticular where it
is unclear why the customer’s needs cannot be met better in another way, or ina
different jurisdiction;

o Thedestinationof funds;

o The nature of the customer’s or beneficial owner’s business, to enable the Firm to
better understandthe likely nature of the business relationship;

Increasing the quality of information obtained for CDD purposes to confirm the
customer’s or beneficial owner’s identity including either:

o Requiring the first payment to be carried out through an account verifiably in the
customer’s name with a bank subject to CDD standardsthatare not lessrobust than
thoseset outin Chapter Il of 4AMLD; or

o Establishingthat the customer’s wealthandthe funds that are used in the business
relationship are not the proceeds of criminal activity and that the source of wealth
and source of funds are consistent with the Firm’'s knowledge of the customer and
the nature of the business relationship. Insome cases, where the risk associated
with the relationship is particularly high, verifying the source of wealth and the
source of funds may be the only adequate risk mitigation tool. The source of funds
or source of wealth may be verified, inter alia, by reference to VAT and income tax
returns, copies of audited accounts, pay slips, property registration or independent
media reports;

Increasing the frequency of reviews to be satisfied that the Firm continues to be able
to manage the risk associated with the individual business relationship, or conclude
that the relationship no longer corresponds to the Firm's risk appetite or to help
identify any transactions thatrequire further review. Examplesinclude:
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o Increasing the frequency of reviews of the business relationship to ascertain
whether the customer’s risk profile has changed and whether the risk remains
manageable;

o Obtaining the approval of senior management to commence or continue the
business relationshiptoensure that senior management are aware of therisk their
Firmis exposedto and cantake aninformed decision about the extent towhich the
Firmis equipped tomanage that risk;

o Reviewing the business relationship on a more regular basis to ensure any changes
to the customer’s risk profile are identified, assessed and where necessary, acted
upon; or

Conducting more frequent or in-depthtransaction monitoringtoidentify any unusual
or unexpected transactions that might give rise to suspicion of ML/TF. This may
include establishing the destination of funds or ascertaining the reason for certain
transactions.
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6. Governance

6.1 Governance

The attitude and culture embedded within a Firm is of critical importance in the fight
against money laundering and terrorist financing. A positive culture recognises the
important public interest aspect of a Firm’s role in the fight against ML/TF. This includes
having an approach to AML/CFT compliance that considers the legislative obligations as
only the starting point. Firms should engage with the Central Bank in a positive,
transparent way and should be proactive in bringing matters to the attention of the
Central Bank.

Insufficient or absent AML/CFT risk management, governance, policies, controls and
procedures exposes Firms to significant risks, including not only financial but also
reputational,operational and compliancerisks.

Firms should ensure that the ML/TF risk management measures adopted by the Firm are
risk-based and proportionate, informed by the firm’'s Business Risk Assessment of its
ML/TFrisk exposure andincompliance withthe CJA2010.

Firms should ensure that the AML/CFT roles and responsibilities of senior management
areclearly defined and documented. Similarly,theroles and responsibilities of the Board
and other relevant key functions within the Firm, such as the member of the senior
management with responsibility for AML/CFT matters (the “Member of Senior
Management”, as referred to in section 6.3 below)(where relevant), the Compliance
Officer with responsibility for AML/CFT (“Compliance Officer”, as referred to in section
6.4 below)(where relevant), the Risk Officer (where relevant), the MLRO (whererelevant)
and internal audit (where relevant), should also be clearly defined and documented with
regardto AML/CFT activitieswithinthe Firm.

The Central Bank notes and understands thata customand practicehas evolvedin Ireland
of using the term “MLRO” to describe a member of staff with certain responsibilities
relatingtoa Firm’s AML/CFT obligations, notwithstanding that this termis not definedin
Irish legislation. The Central Bank notes that Firms may, depending on the nature, scale
and complexity of a Firm’s activities, structure their internal AML/CFT governance
framework so that a person that has been designated internally asan MLRO may also be
the person that is appointed as the Compliance Officer, where such an appointment has
been made by the Firm.
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6.2 Roles and Responsibilities of the Board

The Central Bank expects the Board to demonstrate effective governance and oversight
of the Firm’'s AML/CFT compliance framework.?* This oversight should include, without
being limitedto, the following measures:

Business Risk Assessments: The Boardshould:

o reviewandapprove the methodology usedfor undertaking the Firm’s Business Risk
Assessment.

o reviewandapprove the Firm’'s Business Risk Assessment atleast onanannual basis
to ensure that it is aware of the ML/TF risks facing the Firm and that the
corresponding AML/CFT measures which the Firm has in place are appropriate for
thelevel of ML/TFriskidentified.

e Policies and Procedures: The Board should review and approve all policies and

procedures,and material updatestosame.

e Reporting Lines: The Board should ensure that appropriate reporting lines are in
place to facilitate the escalation of AML/CFT issues from the Compliance Officer for
discussion by the Board. The Compliance Officer should have a mechanism to
communicatedirectly withthe Board.

Board Meetings: The Boardshouldensurethat:

o AML/CFT issues appear as an agenda item at regular intervals at Board meeting(s)
and that the corresponding minutes reflect the level of discussion and outcomes,
which took place concerning any Management Information (“M1”) provided by the
Compliance Officer or any particular AML/CFT issues requiring discussion by the
Board.

o The Compliance Officer deliversareporttothe Board at least onanannual basis and
that adetaileddiscussiononits content takes place with a corresponding minute to
reflect the level of discussion.

e AML/CFT Resourcing: The Board shouldensure that

o The Firm’s AML/CFT function is adequately resourced (both in terms of staff and
systems) commensurate withthe level of ML/TFrisk faced by the Firm.

o Reviews areundertakenonaregularandtimely basis toconsider whether the Firm
has the appropriate staff numbers, the correct skill-set and whether staff have
access toadequate systemsand other resources to effectively performtheir role as
itrelatesto AML/CFT issues.

Firms should ensure that appropriate evidence of discussions at Board meetings and/or
approvals concerning AML/CFT issues are recorded and retained in accordance with the
Firm’s record retention policy.

21Fjrms must also comply with the Central Bank of Ireland Corporate Governance Requirements relevant to their sector.
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6.3 Identification of the Member of Senior Management

“Senior Management”is definedinsection 24 of the CJA 2010as “an officer or
employee with sufficient knowledge of the institution's money laundering and
terrorist financing risk exposure and sufficient seniority to take decisions affecting
its risk exposure, and need not, in all cases, be a member of the board of directors”.

Section 54(8) of the CJA 2010 providesthatdesignated persons shall appoint
a member of Senior Management with primary responsibility for the
implementation and management of anti-money laundering measures in
accordance with Part 4 if directed in writing to do so by the competent
authority for that designated person.

The Central Bank expects Firmsto appoint a Member of Senior Management with primary
responsibility for implementing, managing and overseeing compliance with AML/CFT
measures, where suchan appointment is proportionate to the nature, scaleand complexity
of aFirm’s activities.

This is a key measureinorder to protect the financial systemby ensuringthat Firms do not
attach low priority to AML/CFT issues. A lack of buy-in or understanding of AML/CFT
matters at Senior Management level canresult ina corporate culture that pursues profits
at the expense of a robust compliance framework that is backed by sufficient resources
and training. Accordingly, the Central Bank expects that where a Firm is exposed to a
significant degree of inherent ML/TFrisk, the Firm should consider if it is appropriate for
the Member of Senior Management to be a member of the Board.

The Boardshould ensure that the personso appointed has adequate knowledge, skills and
experience regarding the identification,assessment and management of the ML/TFrisks,
and the implementation of AML/CFT policies, controls and procedures, in addition to a
good understanding of the Firm’s business model and the sector in which the Firm is
operating,andthe extent towhichthis business model exposes the Firmto ML/TFrisks.

Where no such appointment has been made by a Firm, the Central Bank may, under
Section 54 (8) of the CJA 2010, direct the Firm to do so. In considering whether such a
direction is necessary, the Central Bank will have regard to the nature, scale and
complexity of the Firm’s activities,and inparticular the inherent ML/TF risks towhich the
Firm is exposed.

The obligation set out in Section 54(8) does not apply to an individual that carries on
business alone as a designated person.

Where a Firm has decided that it is not necessary to appoint a Member of Senior
Management, having regard to the nature, scale and complexities of the Firm’s activities,
it should record in detail its rationale for such decision. In such circumstances, the Firm
must ensure that it remains in compliance with all obligations under the CJA2010. This
includes ensuring that all mattersrequiring approval by senior management are approved
attheappropriatelevel.
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6.3.1 Tasks andRole of the Member of Senior Management

The Member of Senior Management has primary responsibility for the implementation
and management of AML measures in accordance with the CJA2010. Accordingly, they
should ensure that the Boardis aware of the impact of ML/TF risks onthe activitiesof the
Firm. Ineffectively discharging thisrole, the tasks that must be carried out include, but are
not limitedto, the following:

e Approval of the Business Risk Assessment under section 30A;

e Approvalof any PEPrelationships under section 37%;

e Approval of any correspondent relationshipsunder section 38*;

e Approval of the Firm’s policies, controls and procedures adopted under section 54;
e Ensuringthat the Compliance officer:

(i) has direct access toall the information necessaryto performtheir tasks;

(ii) has sufficient humanandtechnical resourcestobe able to effectively performthe
tasks assignedtothem; and

(iii) is well-informed of the AML/CFT -related incidents brought to light by the internal
control systems and of the shortcomings in implementing the AML/CFT
provisions found by the national and foreign supervisory authorities.

*Dependent on the nature, scale and complexity of a Firm, the volume of PEP and/or
correspondent relationships that a Firmis party tomay meanthat it is not practical for the
Member of Senior Management to directly approve each such relationship. In such
circumstances, the Member of Senior Management should put in place effective processes
toensurethat the decisions as towhethertoenterintoor continue suchrelationships are
taken at an appropriately senior level. Such processes should also ensure that they are
informed before payout of policy proceeds under s37(6A) (where relevant). Such
processes should include escalation procedures (including, where appropriate, to the
Member of Senior Management), and the provision of quantitative and qualitative
Management Information on such relationships to the Member of Senior Management
and the Board,and must tosubjected torobust assurance testing.

6.4 Appointment of Compliance Officer

Section 54(7) of the CJA 2010 provides that Firms shall appoint anindividual at
management level, (to be called a 'Compliance Officer') to monitor and manage
compliance with, and the internal communication of, internal policies, controls
and procedures adopted by the designated personunder this sectionif directed
in writing todo soby their competent authority.

The Central Bank expects Firms to appoint a member of staff at management level to
monitor and manage compliance with, and the internal communication of, the Firm’s
internal AML/CFT policies, controls and procedures, to be called a “Compliance Officer”,
where appropriate having regard to the nature, scale and complexity of the Firm'’s
activities.

Where no such appointment has been made by a Firm, the Central Bank may, under
Section 54 (7) of the CJA 2010, direct the Firmto do so. In considering whether such a
direction is necessary, the Central Bank will have regard to the nature, scale and
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complexity of the Firm’s activities,and inparticular the inherent ML/TF risks towhich the
Firmis exposed.

The obligation set out in Section 54(7) does not apply to an individual that carries on
business alone as a designated person.

Where a Firm has decided that it is not necessary to appoint a Compliance Officer, having
regard to the nature, scale and complexities of the Firm’s activities, it should record in
detail its rationale for such decision. Insuch circumstances, the Firm must ensure that it
remains incompliance with all obligations under the CJA2010.

Firms should ensure that the personappointed as Compliance Officer:

e Has sufficient and appropriate AML/CFT knowledge and expertise, including
knowledge of the applicable legal and regulatory AML/CFT framework, and the
implementation of AML/CFT policies, controls and procedures;

e Hastheautonomy,authority andinfluence withinthe Firm toallow themtodischarge
their duties effectively;

e Iscapableof providing effective challenge withinthe Firmon AML/CFT matters when
necessary;

e Has the capabilities, capacity and experience to oversee the identification and
assessment of suspicious transactions and to report/liaise with the relevant
authorities where necessaryinrelationtosuchtransactions;

e Sufficient knowledge and understanding of the ML/TF risks to which the Firm is
exposed, with relevant experience regarding the identification, assessment and
management of suchML/TFrisks;

e Keeps uptodate with current and emerging ML/TF trends and issues in the industry
and understands howsuchissues may impact the Firm; and

e Hasunrestricted and direct access to adequate resources and all information that in
the opinion of the Compliance Officer is necessary to allow them to discharge their
duties effectively.

The Compliance Officer should have an independent reporting line to the Board. The
Compliance Officer should at all times have unrestricted and direct access to all
information that in the opinion of the Compliance Officer is necessary to effectively
perform theirrole.

e Isreadily accessible tostaff on AML/CFT matters.
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6.4.1 Compliance Officer Reporting tothe Board

Firms should ensure that thereis effective reporting and escalation on AML/CFT matters
by the Compliance Officer to the Member of Senior Management, and to the Board, as
appropriate.Suchreporting shouldinclude at least:

e Regular andtimely Management Information (“MI”), including inrelation to any matter
requiring senior management approval under the CJA2010, regarding the AML/CFT
activities at the Firm. Such MI should be sufficiently detailed to ensure that the
Member of Senior Management, and the Board where appropriate, is able to make
timely, informed and appropriate decisions on AML/CFT matters;

e a “Compliance Officer Report” on the Firm’s AML/CFT activities. The Compliance
Officer Report should, interalia;

o Be produced, or reviewed and agreed, by the Compliance Officer at least on an
annual basis;

o Bepresentedby the Compliance Officer tothe Boardin atimely manner;

o Beproportionatetothe nature,scale and complexitiesof the Firm’s activities;

o Provide comment upon the effectiveness of the Firm’'s AML/CFT systems and
controls; and

o Include recommendations, as appropriate, for improvement in the management of
the Firm’'s ML/TFrisk.

6.5 Three Lines of Defence Model

Where Firms have implemented a “three lines of defence” model in order to manage and
oversee a Firm’'s ML/TFrisk??, they should ensure that:

e There is adequate and effective co-ordination between the front line business unit,
risk,compliance andinternal audit, or equivalent withinthe Firm, toensure robust and
well-structured oversight, as well as effective co-ordination of resources to manage
overlapinareas of review;

e Thesecond and third line work plans are prepared using a risk-based approach, with
allrisks/controls,including AML/CFT, reviewed on a periodic basis;

e  Where appropriate,the Member of Senior Management is involvedinthe planning of
the scheduledreviews andinthe closing of findings;

e Testing for specific AML/CFT controls, as well as the overall framework, should be
conducted on aregular basis commensurate with therisk;

e Effective systemsshould be usedtotrack and monitorissuestoresolution;and

e Risk, compliance and internal audit units are independent and adequately resourced
with staff knowledgeable of AML/CFT.

6.6 External Audit

22 \Where this is warranted based upon the nature, scale and complexity of the Firm’s business
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When selecting external auditors, Firms should include consideration of the potential
candidate’s cognisance of and ability to assess AML/CFT requirements as part of the
selectionprocess.

6.7 Policies and Procedures

Section 54 of the CJA 2010 sets out the obligations of Firms in respect of the
adoption of policies, controls and procedures and training, theareasto be covered
and the responsibilities of senior management inorder to prevent and detect the
commission of money laundering and terrorist financing.

When developing AML/CFT policies, controls and procedures (“Policies”), Firms should
interalia:

¢ Maintainadetaileddocumentedsuite of Policies,whichare:
o supplemented by guidance and supporting procedures;
o accurately reflectoperational practices; and
o fully demonstrate consideration of and compliance with all legal and regulatory
requirements;

e Have aclearly defined process in place for the formal review at least annually of the
Policies at appropriate levels,withapprovalwhere changes are material;

e Review and update Policies in a timely manner in response to events or emerging
risks?%; and ensure that such updates are communicated to relevant staff on a timely
basis;

e Ensure that Policies are readily available to all staff and are fully implemented and
adheredto by all staff;

e Ensurethat Policies are subject toreviewandtesting; and

e Ensure that the Member of Senior Management has reviewed and approved all
Policies and any material updatestosame.

The Regulations of 2019 introduced a new obligation under Section 54. (6A) of
the CJA 2010 for Firms to put “..in place appropriate procedures for their
employees, or personsin a comparable position, to report a contravention of this Act
internally through a specific, independent and anonymous channel, proportionate to
nature and size of the designated person concerned.”

In complying with this obligation, Firms should clearly document the procedures in place
to allowcontraventions of the CJA 2010 tobe reportedinternally (either in their Policies,
or in more general compliance policies and procedures). Firms should also put in place
measures that are proportionate tothe nature, sale and complexity of the Firm'’s business.
Examples of measures, which Firms may take in complying with this obligation may
include:

e Incorporationintothe Firm’s existing overarching ‘whistleblower’/ ‘speak up’ policies
and procedures (i.e. those policies and procedures not solely confined to the obligation
contained under Section54.(6A) of the CJA2010);

23 Firms should use version controls for updatesto policies and procedures
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e The creation of an independent internal reporting framework with clear policies and
procedure which is accessible and allows all staff of the Firmto report contraventions
of the CJA 2010 anonymously withthe appropriate protections afforded; and

e The provision of training and guidance to all staff with regard to complying with the
obligation contained under Section 54.(6A) of the CJA2010.

See alsoSection 8 of the Guidelines regarding Training.

6.7.1 Group wide policies and procedures

Section 57 of the CJA 2010 sets out the obligation to implement group-wide
policies and procedures where a Firmis part of a group.

Section 57 of the CJA 2010 also applies to those Firms who operate a branch,
majority-ownedsubsidiary or establishment outside of the State.

Where applicable, Firms should ensure that they comply with their obligations and the

ESA’s final draft regulatory technicalstandards (“RTS”) relating to group-wide policies and
procedures in third countries.

Such RTS specify how Firms should manage ML/TF risks at group level?*where they have
branches or majority-owned subsidiaries based outside the EEA whose laws do not permit
the application of group-wide policies and procedures on AML/CFT.

24

https://www.eba.europa.eu/documents/10180/2054088/Joint+draft+RTS+on+the+implementation+of+group+wide+A
MLCFT+policies+in+third+countries+%28JC+2017+25%29.pdf
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7. Reporting of Suspicious Transactions
7.1 Requirement to Report

Suspicious Transactions Reports (“STRs”) play a pivotal role in the fight against money
laundering and terrorist financing. Information provided on STRs assist An Garda
Siochdna and the Revenue Commissioners (“the authorities”) in their investigations,
resulting in the disruption of criminal and terrorist activities, and can ultimately result in
prosecution and imprisonment. STRs also provide authorities with valuable market
intelligence ontrends andtypologies.

Section42(1) of the CJA2010, provides that:

“A [Firm] who knows, suspects or has reasonable grounds to suspect, on the basis of
information obtained in the course of carrying on business as a [Firm], that another
person has been or is engaged in an offence of money laundering or terrorist financing,
shall reportto FIU Ireland and the Revenue Commissioners that knowledge or suspicion
orthosereasonablegrounds.”

7.2 Identifying suspicious transactions

When assessing potential suspicious transactions, Firms should consider attempted
transactions, aswell as completedtransactions.

In addition, Firms should note that there is no minimum monetary threshold for reporting
and no amount should be considered too low for suspicion. This is particularly important
whenconsidering potential terroristfinancing transactions, which ofteninvolve very small
amounts of money.

Firms should consider their specific products, services and customers when making a
determination of suspicion, as what might be considered suspicious for one product,
service or customer may not be for another. The following is a non-exhaustive list of
examples of what might raise suspicions:

e Transactions or a series of transactions that appear to be unnecessarily complex,
making it difficult to identify the beneficial owner or that do not appear to make
economic sense;

e Transaction activities (in terms of both amount and volume) that do not appear to be
inline withthe expectedlevel of activityfor the customer and/or areinconsistent with
the customer’s previous activity;

e Transactionsinexcess of acustomer’s stated income;
e Largeunexplainedcashlodgements;

e Loanrepaymentsinconsistent withacustomer’sstatedincome,or early repayment of
aloan followed by anapplicationfor anotherloan;

e Requests for third party payments. For example, this might include a third party
making a payment into a customer’s account to pay off aloan, tofund aninvestment or
policy,or tofund asavings account;
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e Transactions involving high-risk jurisdictions, particularly in circumstances where
thereis no obvious basis or rationale for doing so;

e Refusal to provide customer due diligence documentation or providing what appears
tobe forged documentation.

7.3 Timing of Suspicious Transaction Reports(‘STRSs)

Section 42(2) of the CJA 2010 requires Firms to make an STR ...“as soon as
practicable...”

‘As soon as practicable’ means whenthe Firm acquires that knowledge, forms a suspicion,
or acquires those reasonable grounds to suspect money laundering or terrorist financing.
This may be before the executionof a transaction, or at the same time as the execution of
a transaction, or after a transaction has occurred, depending on the nature of the
knowledge, suspicionor reasonable grounds. Inall cases,the Firmshouldimmediatelyfile
an STR once a determination of knowledge, a suspicion or reasonable grounds tosuspect,
money laundering or terrorist financing, has beenmade.

The Firm may need to conduct further analysis and assessment in order to make its
determination. Any such analysis and assessment should be conducted without delay,
however as soon as the Firm has established knowledge, a suspicion or reasonable grounds
tosuspect, it shouldimmediately fileanSTR.

7.4 Internal Reporting of Suspicious Transactions

Under Section44 of the CJA 2010, Firms may allowfor the reporting of STRs by
way of aninternal reporting procedure.

In relation to the identification and escalation of internal reports, Firms should ensure
that:

e Operational procedures for staff on filing an internal report (‘internal reporting
procedures’) are adequately documented and that the internal reporting procedure
captures all suspicious transaction reporting requirements as prescribed under the
CJA2010. Forexample theinternal reporting procedures shouldinclude at least:

o All required steps for the reporting of suspicions from staff tothe MLRO, or any
other person(s) charged under the Firm’s internal reporting process with
investigating suspicions, andfromthe MLRO tothe authorities;

o Thetimeframes for escalation of suspicious transactions fromwhen a staff member
firstidentifies a suspicious transactiontowhenitis raised;

o Formal acknowledgement by the Firm’s MLRO or any other person(s) charged under
the Firm’s internal reporting process withinvestigating suspicions raised internally
by staff;and

o Informationwith regardto Tipping-off’ soas to ensure that staff are aware of their
obligations under the CJA 2010, the penaltiesfor the offence of Tipping Off and that
they exercise caution after thefilingofanSTR?;

25 please also seesection 7.7 belowon ‘Tipping-off below.
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e AML/CFT training provided to staff includes details on the Firm'’s internal reporting
procedure as well as details onthe reporting of suspicions tothe authorities;

e Therearenodiscrepanciesbetween internal reporting procedures as documented and
operational practices. For example, where the Firm’s internal reporting procedure
states that suspicions are to be escalated using an internal reporting form then the
raising of suspicions should not be conducted verbally;

e WhereaFirm utilises a transaction monitoring system (“TMS”), there is regular review
of the correlation between alerts generated from the TMS and the reporting of
suspicious transactionstothe authorities (See also Section 5.3.2 of these Guidelines);

e Where a suspicion has been escalated for further assessment and review, the Firm's
records provide sufficient detail of the assessment and adjudication, givingrise tothe
decisiontodiscount the suspicionortomake areport tothe authorities. Forexample:

o Thecircumstances that gave rise tothe suspicion;

o Theassessmentor additional analysis thattook place; and

o The rationale for discounting the suspicion or the basis for making a report to the
authorities.

e Sufficientinformationis retainedinordertorecordthe reportedsuspicion,and support

the Firm’s determination of whether to discount the suspicion, or to proceed and file
the STR withthe authorities.

7.5 Making Suspicious Transaction Reports

Section42 of the CJA2010, providesthatreportsinrelationto money laundering
and terrorist financing suspicions should be made to FIU Ireland and to the
Revenue Commissioners.

STRs submittedto FIU Ireland?® should be made via the GoAML application?’. Firms should
ensure that they are registered with GoAML, as STRs cannot be submitted via GoAML
unless the Firm has previously registered.

STRs must also be submittedtothe Revenue Commissioners (“Revenue”) using Revenue’s
Online Service (ROS) only. To submit an STR online, a Firm must firstly be registered for
ROS2,

Firms should ensure that STRs submitted electronically to FIU Ireland and Revenue are
sufficiently detailedtoassist the authoritiesintheir analysisand investigations. Guidance
on how to submit a STR and selecting the appropriate transaction type can be found by
clickingonthe “Help” sectiononthe GoAML website.

Examples of poor quality STRs include:

26 which is part of the Garda National Economic Crime Bureau

27 The goAML applicationisan electronic applicationwhich provides FIU Ireland witha central reception point for receiving,
processing and analysing STRs

28 For further information please see https://www.revenue.ie/en/online-services/services/register-for-an-online-
service/submit-suspicious-transaction-

reports.aspx#:~:text=Reporting%20Entities%20and%20Money %20Laundering,Online%20Service% 20(ROS) % 200only.&te
xt=Reporting%20Entities%20should%20continue%20to,dual%20reporting% 20remains%20a%20require ment.
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e Alackofclarity astothe reasons for the suspicion. Firms must clearly outline why they
are submitting the STR andwhat transaction(s) theydeem tobe "suspicious".

e Makingreferencetoa transactionbut not providing reasonable details of the specific
transactioninthe “transaction” field provided;

e Providing Including incorrect customer/client detailsinthereport (e.g.) incorrect date
of birthor address is included withinthe report;

e Selectingincorrect Transaction Typesinthe report. For example, where there are flows
of funds, bi-party transactions should be selected. Where no flow of funds has occurred
but there has been"unusual” activityor anattempt tosendfunds, or where insufficient
detail is available on the both parties (i.e. source of funds), multiparty transactions
should be selected;

e Firms incorrectly grouping multiple transactions as one amount. Exact dates and local
amounts of individual transactions should be included inthe report;

e Incorrectly stating the transaction location in “Transaction” field. The default
transactionlocationonthe GoAML platformis Ireland however, not all locations will be
Ireland;

e Failingtoinclude the names of signatories to anaccount withina report;

¢ Failing to include the names of both signatories in the “Transaction” field when it’s a
joint account which is the subject of the report;

e Failing to include the "Entity" name (and the names of directors, if known) in the
“Transaction”field whena business account is involved;

e Selecting the incorrect "Transmode Code" in “Transaction” field (e.g.) entering "cash"
when thereportrelatestoa "cheque";

e Failing to include cheque information in the “Transaction” field in order to assistin
identifying the source of funds;

e Making reference to suspicious debit transactions ((e.g.) large cash withdrawals)
without referring to the source of those funds in the "Reason for Suspicion" field (eg)
cheque lodgement; or

n o«

e Inputting “unknown”, “not known” etc.in any GoAML field where the details are not
known, Firms should continue to leave these fields blank.

Where a STR has been returned to a Firm by FIU Ireland, or by Revenue (due to either
incomplete information, the inclusion of an error, or for any other reason), a Firm should
takethe necessary actionrequiredtoupdate the STR,and resubmit the STR to FIU Ireland
and Revenue, as soon as practicable.

7.6 Tipping Off
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Section 49 of the CJA 2010 provides for two separate but related offences
where the Firm (including a representative of a Firm) knows or suspects on
the basis of information learned in the course of carrying on business as a
Firm:

e thatareporthasbeen,or isrequiredto be, made under Chapter 4 of the
CJA 2010, the Firm shall not make any disclosure that is likely to
prejudice an investigation that may be conducted following the making
of areport under Chapter4;and

e that aninvestigation is being contemplated or is being carried out into
whether an offence of money laundering or terrorist financing has been
committed, the Firm shall not make any disclosure that is likely to
prejudice theinvestigation.

Sections 50to 53 of the CJA2010 provides for anumber of defences for an
offence under Section49 of the CJA2010inrelationtoadisclosure.

Where a Firm or a representative of the Firm?® requests additional information from a
customer in relation to a transaction, activity or service, which would not be in keeping
with the Firm’s expectation for that customer, then as long as such requests have been
conducted in a careful and considered manner they should not give rise to an offence
under Section49 of the CJA2010.

Firms should include details on the offence of ‘Tipping-off’, the need for staff to exercise
caution and the penalties for the offence within the Firm's AML/CFT policies and
procedures.

Firms should include as part of their AML/CFT training to all staff, advice around the
treatment of unusual transactions and the additional due diligence measures, which
should be taken by staff without committing the offence of ‘Tipping-off'.

2 A representative of a Firm includes or any person acting, or purporting to act on behalf of the Firm including any agent,
employee, partner, director or other officer of the Firm (“representative of the Firm”)
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Training
AML/CFT Training

Section 54(6) of the CJA 2010 requires Firms toensure that
“...persons involved in the conduct of the [Firm's] business are—
(a)instructed on the law relatingto money laundering andterrorist financing, and

(b) provided with ongoing training on identifying a transaction or other activity that
may be related to money laundering or terrorist financing, and on how to proceed
once such a transaction or activity is identified.”

Having well trained staff who are alert to ML/TF risks is a critically important control for
Firms in the detectionand prevention of money laundering andterrorist financing.

Firms should ensure that all employees, directors and agents are aware of the risks of

mo
leg

ney laundering and terrorist financing relevant to the business, the applicable

islationandtheir obligations and responsibilities under the legislation.

Firms should provide appropriate and sufficient training, which is tailored to the nature,

SCa

le and complexity of the Firm and which is proportionate to the level of ML/TF risk

faced by the Firm.

Firms should ensure that allemployees, directorsand agents:

Aretrainedinthe Firm’s Business Risk Assessment and how it affects their daily work;
Aretrainedinrelationto the Firm’s AML/CFT policy, which should be draftedin clear
and unambiguous language;

Are trained in the Firm’s procedures in order that they can recognise and address
potentialinstances of money laundering or terrorist financing;

Are made aware of the Firm’s internal reporting procedures inrespect of STRs and the
identity and responsibilities of the Firm’s MLRO;

Are made aware of the Firm's internal reporting procedures in respect of
contraventions of the CJA 2010, whether this is included within the Firm’s existing
overarching ‘whistleblower’ / ‘speak up’ policies and procedures or, through an
independent internal reporting framework of the Firm; and

Understand their own individual obligations under the CJA 2010 as well as those of
the Firm.
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8.2 Role Specificand Tailored Training

Inaddition, Firms should provide AML/CFT training whichisspecific to therole carried out
by the member of staff. For example, front line staff who interact with customers and
perform transactionsandservicesshould be provided with AML/CFT training relevant to
the performance of that role.

Firms should also provide enhanced AML/CFT training tailored to the specific needs of
staff who perform key AML/CFT and FS roles within the Firm, for example the Firm’s
MLRO or senior management responsiblefor AML/CFT oversight.

Firms should provide staff with ongoing training, especially where a staff member changes
role and they may encounter different ML/TFrisks tothat of their previous role.

8.3 Frequency of Training

Firms should ensure that AML/CFT trainingis provided toall new recruits uponjoining the
Firmin atimely manner andtoall staff at least onanannual basis thereafter.

Staff in customer facing roles, with responsibilities relating to AML/CFT procedures or
controls,shouldreceive AML/CFT training prior tointeracting with customers.

Firms should consider the outcomes of their own Business Risk Assessments and whether
the frequency and content of AML/CFT training providedis adequate for levels of ML/TF
risks faced by the Firm.

Firms exposedtoa higher level of ML/TF risk or who have a greater exposure to constantly
evolving ML/TF risks should provide training at more frequent and regular intervals if
necessary.

8.4 Training Governance
Firms should ensure senior management’s oversight and responsibility for:

e The Firm’s compliance with its requirements in respect of staff AML/CFT training
under the CJA2010;

¢ The establishment and maintenance of effective training arrangements which reflect
the Firm’s Risk Based Approachto AML/CFT;and

e Ensuring that training content is reviewed and updated on a regular basis to ensure
thatitremainsrelevanttothe Firmand providing assurance tothis effect.

8.5 Training of Outsource Service Providers

Where Firms have outsourced an AML/CFT function, they should ensure that all staff at
the outsource service provider performing AML/CFT activitiesonbehalf of the Firmhave
been appropriately trainedon:

e TheML/TFrisksrelevanttothe Firm;
e Theapplicable AML/CFT legislation; and
e Theirobligations andresponsibilities under the applicable AML/CFT legislation.

Firms should ensure that relevant staff in the outsourced entity are aware of the Firm'’s
internal reporting procedures in respect of Suspicious Transaction Reporting (“STR”) and
theidentity and responsibilities of the Firm’s MLRO.

8.6 Training Channels
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Firms should decide the most appropriate method or methods they wishtouseinorder to
provide AML/CFT training to staff, senior management and agents. For example, Firms
may decide to use a number of different channels such as online or e-learning modules,
classroomtraining or video presentationsinorder tofulfil their obligations under the CJA
2010.

8.7 Training Records
Firms should keep a comprehensive record of:

e allstaff,senior management and agentswho have received AML/CFT training;
e thetypeof AML/CFT training provided; and
e thedate on which the AML/CFT training was provided.

8.8 Training Assessment

Firms should ensure that the AML/CFT training provided includes an assessment or
examinationduring the trainingsession, which should be passed by all participantsinorder
for the AML/CFT training tobe recorded as completed. If the training does not containan
assessment or examination, Firms must be in a position to demonstrate effectiveness of
training andstaff understandinginrelationtosame.

8.9 Management Informationon Training

Firms should ensure that senior management is provided with timely MI including,
informationon training,training completionandtraining passrates.

Firms should ensure that senior management take appropriateremediation action where
there are concerns in relation to training issues. Metrics in relation to the Firm’s training
should be circulated to relevant senior management for Management Information
purposes.
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9. Record Keeping

9.1 Obligationtoretainrecords

Adequaterecordkeepingis criticallyimportant tothe preservation of the audittrail, which
in turn can assist with any investigation into money laundering or terrorist financing.
Effective record keepingallows Firms todemonstrate tothe Central Bank the steps, which
they have takentocomply withtheir obligations underthe CJA2010.

Firms shouldensure that their AML/CFT policy and procedures contain sufficient detail of
theirrecord keeping obligations under the CJA 2010. The adequacy and detail of records
kept by a Firm should be reflective of the nature, scale and complexity of the Firm.

Firms should also ensure that all staff including agents and outsourced service providers
adheretothe Firm’s procedures on record keeping.

9.2 Records a Firm should retain

Firms arerequiredto retainrecordsinrelationtothe following:

e Business RiskAssessments (under Section 30A.of the CJA2010);

e Customer Information (under Section 55 (1) of the CJA 2010) including
information from relevant trust services as set out in the elDAS
Regulation; and

e Transactions (under Section 55 (3) of the CJA2010).

Firms should alsoretainrecords interalia inrelationtothe following:

¢ Internalandexternal Suspicious Transaction Reports;

e Investigationsand suspicious transactionreports;

e RelianceonThird Parties toundertake CDD;

e Minutes of Board meetings;

e Evidence of all matters requiring senior management approval under the CJA 2010;
e Training;and

e Ongoing monitoring.

9.2.1 Business RiskAssessments

Firms should document and record their Business Risk Assessments, as well as any
changes made to Business Risk Assessments as part of a Firm’s review and monitoring
process, to ensure that they can demonstrate that their Business Risk Assessments and
associated riskmanagement measuresare adequate.

9.2.2 Customer Information
Firms should keep adequate records, including:

e All documentation and information obtained for the purposes of identifying and
verifying a customer, person(s) authorised to act on behalf of the customer and any
beneficial owners;

e Allcustomerrisk assessments;
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e Copies of all additional documentation and information obtained, where EDD
measures have beenappliedtoa customer of the Firm. Firms shouldalsoensure that
they clearly document their rationale for applying EDD measures;

e Evidence of any sample testing of CDD files, which the Firmhas undertakenas part of
its assurance testing process; and

e Copies of documentation and information obtained as part of the Firm’s ongoing
monitoring process.

9.2.3 Transactions

Firms should be cognisant of the importanceof the obligations under Section 55 of the CJA
2010toretaincopies of all transactions carried out for or on behalf of a customer during
the business relationshipwiththe Firmfor their owninternal audit purposesaswell as any
possible investigations by law enforcement.

9.2.4 InternalandExternal Suspicious Transaction Reports
Firms should keep sufficient records inrelationtosuspicious transactions, including:

e Thecircumstances that gaverise tothe suspicion;

e Anyadditional monitoring/assessmentthat wasundertaken;

e  Whetherthe suspicionwas reported/not reported, and

e Rationale for reporting or not reporting to FIU lIreland and the Revenue
Commissioners.

Firms should retain copies of all documentation and information used as part of any
internal assessment into a customer following on from the filing of an internal STR by a
staff member of the Firm.

Firms shouldretainrecords to provide evidence and the justification behind their decision
whether or not to file an STR with FIU Ireland and the Revenue Commissioners. In this
regard, Firms should alsoretain copies of the supporting documentationandinformation,
which assisted theminreaching their decision.

9.2.5 RelianceonThirdPartiestoUndertake CDD

Firms should ensure, when placing reliance onthird parties toundertake CDD, that there
isawrittenarrangementinplace betweenthe Firmandthe third party provider with clear
contractual termsinrespectof the obligations of the third party to obtainand maintainthe
necessary records, and to provide the Firm with CDD documentation or information as
requested.

9.2.6 Minutes of Board Meetings

Firms shouldretainall records of discussions and decisions made at Boardlevel inrelation
to:

e Howtherequirements of the CJA 2010 were assessed and implemented; and
e AnyAML/CFTissues as they arise onanon-going basis.
9.2.7 Evidence of matters requiring senior management approval

Firms should ensure that appropriate evidence is retained in accordance with its record
retentionpolicy regarding the Firm’s obligations inrelationto all matters requiring senior
management approval under the CJA2010.
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9.2.8 Training

Firms should retainrecords of all AML/CFT training provided tostaff during a givenyear.
Informationshouldinclude:

e Thedates onwhich AML/CFT training was providedtostaff;

e Attendance and sign-in sheets (where relevant) of who received the AML/CFT
training;

e Thenatureand content of the AML/CFT training provided; and
e Results of the assessmentand examination during the training session.
9.2.9 Ongoing Monitoring

Firms should retainrecords toverify and evidence the on-going monitoring conducted by
the Firm, including the monitoring of transactions, the results of such monitoring and
decisions taken onfoot of on-going monitoring.

9.3 Assurance Testingof Record Retention

Firms should perform assurance testingat appropriate intervalstoensure the quality and
legibility of documents held and that records are being retained and/or destroyed in line
withthe Firms’ policy and the relevant legislative provisions.

Section55(7A) of the CJA 2010 provides that

“The records required to be kept by a [Firm] under this section may be kept
outside the State provided that the [Firm]ensures that thoserecordsare
produced in the State to—

(a)a member of the Garda Siochdna,
(b) an authorised officer appointedunder Section 72,
(c) a relevant authorised officer within the meaningof Section 103,or

(d) a person to whom the designated person is required to produce such recordsin
relation to his or her business, trade or profession,

as soon as practicable after the records concerned are requested, or

where the obligationto produce the records arises under an order of a court made
under Section 63 of the Criminal Justice Act 1994, within the period which applies
to such production under the court order concerned”

Where identification records are held outside of the State, it is the responsibility of the

Firm toensure that the records available meet the necessary requirementsunder the CJA
2010.

Firms should be aware that no secrecy or dataprotectionlegislationshould restrict access
to the records either by the Firm on request, or by An Garda Siochana under court order
or relevant mutual assistance procedures. If it is found that suchrestrictions exist, copies
of the underlying records of identity should, wherever possible, be sought and retained
withinthe State.
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Firms should take account of the scope of AML/CFT legislation in other countries, and
should ensure that records kept in other countries that are needed by the Firm to comply
withlrishlegislationareretainedfor the required period.
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10. International Financial Sanctions

10.1 Financial Sanctions Framework

Sanctions are an instrument of a diplomatic or economic nature, which seeks to bring
about a change in activities or policies, such as violations of international law or human
rights or policies that do not respect the rule of lawor democratic principles.

Financial sanctions emanate fromthe EU and the United Nations (‘UN’) and are contained
in sanctions lists.

EU Sanctions Regulations carrythe following legal obligations:

e Prohibit making funds available, directly or indirectly to or for the benefit of
individuals or entities listedonan EU Sanctions List

e  Prohibit specifictrade/financial transactions with certain countries
e Freezeall funds and economicresources of persons and entities onsanctions lists

e Reporttotherelevant competent authority (the Central Bank of Ireland) in respect of
financial sanctions true hits*° and any freezing of accounts or transactions

10.1.1 UN Sanctions

The UN imposes financial sanctions and requires UN Member States to implement them
through Resolutions passed by the UN Security Council. Up to date information on UN
Financial Sanctions canbe found on the UN website:

https://www.un.org/sc/suborg/en/sanctions/information

The consolidated UN Sanctions Committees list relating to terrorism can be found at the
following link:

https://www.un.org/sc/suborg/en/sanctions/un-sc-consolidated-list

10.1.2 EU Sanctions

The EU implements financial sanctions imposed by the UN. It does this through EU
regulations, whichhavedirectlegal effect inlreland and all EU Member States. The EU can
also impose its own financial sanctions, sometimes referred to as ‘EU autonomous’
sanctions. These are also implemented through regulations that have direct effect in
Ireland and EU Member States. Upto dateinformationon EU Financial Sanctions canbe
found on the EU website:

https://eeas.europa.eu/headquarters/headquarters-homepage/42 3/sanctions-policy en

The consolidated list of EU sanctions can be found at the following link:

https://eeas.europa.eu/headquarters/headquarters-homepage/8442/consolidated-list-

sanctions en

30 Where Firms are satisfied that the person/Firm hasbeen listed as a sanctioned person/entity pursuant to applicableEU
Financial Sanctions Legislation
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The Central Bank website also includes up to date information on EU financial sanctions
with links tothe most up todate EU financial sanctions list for searching purposes. It also
includes recent updates tothe EU financial sanctions list.

https://www.centralbank.ie/regulation/anti-money-laundering-and-countering-the-
financing-of-terrorism/countering-the-financing-of-terrorism

10.2 Role of the Central Bank

The Central Bank is one of three competent authorities with responsibility in relation to
financial sanctions inlreland.

The other Irish competent authorities are the Department of Enterprise, Trade and
Employment and the Department of Foreign Affairs.

True sanctions hits should be reported to the Central Bank using the following email
address - sanctions@centralbank.ie

The Central Bank is obliged to report financial sanctions true hits to the European
CommissionandFIU Ireland.

10.3 Financial Sanctions Obligations on Firms

Thereis alegal obligationtocomply with EU Council Regulations relating to
financial sanctions assoonas they are adopted.

Once a person or entity has been sanctioned under EU Financial Sanctions,
thereis a legal obligation not to transfer funds or make funds or economic
resources available,directlyor indirectly, tothat personor entity.

Inthe event that a match or a 'hit' occurs against a sanctioned individual or
entity, Firms must immediately freeze the account and/or stop the
transaction and immediately report the hit to the Central Bank along with
other relevant information. In certain circumstances, Firms can make a
transfertoa sanctionedindividual or entity if aprior authorisationisreceived
or notificationis giventoacompetent authority.

All persons must supply any information related to suspected financial
sanctions breaches tothe Central Bank pursuant to the relevant EU Council
Regulations.

10.3.1 Financial Sanctions Governance

Firms should ensure that senior management are fully aware of the Firm'’s obligations in
the area of financial sanctions. It should also be clear, who at the Firm has responsibility
for financial sanctions. This individual should be of sufficient seniorityinorder todischarge
the Firm's responsibilities.

10.3.2 Financial Sanctions Risk Assessment

Firms should ensure the Business Risk Assessment takesinto account their obligations
under financial sanctions regulations. Inparticular, Firms should pay particular attention
tothe riskfactors outlinedinsection4 of these Guidelines.
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10.3.3 Screening Customers against Sanctions Lists

Firms should have effective screening systems appropriate to the nature, size and risk of
their business.

Screening new and existing customers and payments against the relevant and up to date
EU and UN lists helps ensure that Firms will not breach the sanctions regulations.
Customer screening should take place at the time of customer take-on and at regular
intervals thereafter.

10.3.4 Matches andescalation

Where a customer’s name matches a personon the relevant lists, Firms should take steps
toidentify whether aname matchis real orifitisa ‘false positive’, (for example; a customer
has the same or similar name but is not the same person).

Firms should have procedures that look at a range of identifier informationsuchas name,
date of birth, address or other customer data.

Firms should have clear escalation procedures in place to be followed in the event of a
positive match.
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