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Introduction

In December 2021, the Central Bank of Ireland (the Central Bank) published its Cross

Industry Guidance on Operational Resilience (the Guidance). The Guidance applies to

all regulated financial service providers and came into effect on 1 January 2024. The
Guidance was updated and republished in July 2025 to include minor updates ensuring

alignment with the Digital Operational Resilience Regulation and Directive (DORA).

In 2022, the Central Bank carried out an operational resilience maturity assessment
(the 2022 assessment) to gain an understanding of the level of preparedness across
the financial services sector in advance of the Guidance coming into effect. The 2022
assessment involved firms carrying out a self-assessment of their operational
resilience frameworks. This assessment included several MiFID investment firms and
determined these firms were in the early stages of developing operational resilience

frameworks at that point in time.

Recently the Central Bank conducted a thematic assessment of operational resilience
on a cohort of MiFID investment firms. The Central Bank would like to take this
opportunity to thank all firms who participated in the thematic assessment, during

which we found firms to be open and engaged.
The key objectives of the thematic assessment were to ascertain whether:

(i) Operational resilience frameworks are in place which meet the Central
Bank’s expectations as set out in the Guidance.
(ii) Firms’ boards and senior management are accountable for the design and

operating effectiveness of operational resilience frameworks and strategy.

This supervisory work is aligned to the Central Bank’s ‘Safety and Soundness of Firms’
safeguarding outcome?, which aims to ensure that firms are safely managed,
financially, operationally and strategically sound enough to withstand major adverse

changes in economic, financial or marketplace conditions or internal or external

1 The Central Bank’s four safeguarding outcomes are (1) Protection of Consumer and Investor Interests (2) Safety

and Soundness of Firms (3) Financial Stability and (4) Integrity of the Financial System.
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disruption to people, systems or processes, such that substantial harm to consumer

and investor interests, financial stability or the functioning of the economy is avoided.

While a maturing of operational resilience frameworks was observed during the
course of the thematic assessment, it was also identified that there were varying
degrees of maturity across firms’ frameworks in the sample of firms included in the
assessment. This report sets out those areas where some firms need to make

enhancements.

In addition, the increasingly complex and dynamic environment in which firms operate,
along with the rapidly changing technology landscape and the ever more sophisticated
threats that firms are facing, means it is critical that all firms continue to strengthen
their operational resilience frameworks and apply a particular focus on their cyber
resilience and digital operational resilience. These areas will be a focus for the Central

Bank in this sector over the coming period.

The purpose of this industry communication is to outline the key findings from the
thematic assessment and to remind firms of the related Guidance and the Central
Bank’s expectations of firms and their boards in respect of the design and operating
effectiveness of operational resilience frameworks and strategy. This report also sets
out the Central Bank’s expectations in terms of next steps that all MiFID investment

firms should take in consideration of the findings from the thematic assessment.

Background

Inour 2025 Regulatory & Supervisory Outlook report published in February, the

Central Bank set out that enhancing operational resilience across the financial sector
is a key priority for the Central Bank for 2025/2026. The Central Bank considers
operational resilience to be the ability of a firm, and the financial services sector as a
whole, to identify and prepare for, respond and adapt to, recover and learn from an
operational disruption that affects the delivery of critical or important business
services. An operationally resilient firm is able to recover its critical or important

business services from a significant unplanned disruption, while minimising impact and

protecting its customers and the integrity of the financial system.
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In line with this strategic priority, the Central Bank conducted a thematic assessment
across a number of MiFID investment firms. The thematic assessment included two

phases:

e Phase 1 Maturity Assessment Survey and Desk-based Review: MiFID investment
firms in scope for the thematic assessment completed an operational resilience
maturity assessment survey and provided their operational resilience
framework documentation. A detailed desk-based review of the firms’
submissions was conducted. This included a comparison to firms’ responses
during the 2022 assessment, where applicable. Following this review, a
selection of firms were brought forward to Phase 2.

e Phase 2 Targeted Assessment: Phase 2 firms were subject to a more in-depth
assessment which included in-person inspection meetings to gain a deeper
understanding of the operational resilience frameworks in place.

Summary of Findings

The Central Bank has observed a maturing of operational resilience frameworks across
the MIFID investment firm sector as a whole, and we welcome the efforts made by

firms to prepare for, respond to, and recover and learn from operational disruption.

It was determined that many of the MiFID investment firms included in the thematic
assessment demonstrated that they have operational resilience frameworks in place
that are documented largely in line with the principles set out in the Guidance and that

are broadly in line with the Central Bank’s supervisory expectations.

The Central Bank observed that in most instances firms’ boards are ultimately
responsible for operational resilience with delegation to appropriate committees of
the board. Furthermore, functional responsibility for operational resilience was at

senior management level within firms.

Good practices were observed in a number of firms in respect of regular management

information reporting and challenge at board and senior management level.
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However, the assessment also identified that there were varying degrees of maturity

across firms’ frameworks in the sample selected.

Enhancements are required in relation to some firms identifying their critical or
important business services and mapping of how their critical or important business
services are delivered. Instances arose where critical or important business services
were identified, but the documentation and mapping of the necessary people,
processes, information, technology, facilities and third-party service providers
required to deliver each important business service lacked the necessary level of
granularity. Comprehensive mapping is required to enable a firm to identify
vulnerabilities in the chain of delivery of a business service and allow for remediation
plans to be designed. It is also essential to allow firms to ensure they effectively
oversee, monitor and challenge the level of service provided by third party service

providers used in the delivery of critical or important business services.

Deficiencies were identified in relation to the robustness of certain firms’
consideration of scenario testing including the level of detail and range of scenarios

considered.

There were also instances where firms’ operational resilience frameworks were not
aligned with existing risk management frameworks. The Central Bank see the
management of a firm’s operational risk and resilience as an aligned approach that is
integrated into the firm’s governance structures. Operational resilience is an evolution
of operational risk and business continuity management and, as such, should be aligned

with existing or developing frameworks in these areas.

Rising cyber threats, coupled with concentrated reliance on a relatively small number
of third parties for ICT services, increase the risks of technological disruption. While
our thematic assessment did not specifically focus on DORA, or on firms’ cyber
resilience or digital operational resilience, cyber and digital operational resilience
remain key areas of focus for the Central Bank. We expect all firms to build on the
foundations they have laid with respect to operational resilience more broadly to
ensure they are sufficiently resilient from a cyber and digital perspective to withstand

disruptions or incidents that may arise in the future. We intend to conduct further

supervisory work in this area in 2026 and 2027.
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Next Steps for Firms

In considering the findings from this thematic assessment on a sample of firms, we
expect all MiFID investment firms and their boards and senior management to revisit
the Guidance to consider their adherence to same, noting also the updates made in
July 2025 to align with the Digital Operational Resilience Regulation and Directive
(DORA).

The purpose of the Guidance is to:

e clearly communicate to the boards and senior management of firms the Central
Bank’s expectations with respect to the design and management of operational
resilience.

e emphasise board and senior management responsibilities when considering
operational resilience as part of their risk management and investment
decisions.

e require that board and senior management take appropriate action to ensure
that their operational resilience frameworks are well designed, are operating

effectively, and are sufficiently robust.

Leadership from the top down should ensure that resilience is intrinsically built into a
firm’s strategic decisions and should allow boards to prioritise activities and target

investment towards making critical or important business services more resilient.

While it is important that firms consider each of the Guidelines, based on our findings,
particular attention should be given to the following Guidelines which relate to the

identification and mapping of critical or important business services:

e Guideline 4 - Afirm should identify its critical or important business services.

e Guideline 7 - Afirm should understand and map out how its critical or important
business services are delivered.

e Guideline 8 - A firm should capture third party dependencies in the mapping of

critical or important business services.
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We want to see operationally resilient firms that have established frameworks to
enable them to recover their critical or important business services from a significant
unplanned disruption, while minimising negative impacts and protecting their

customers, and the integrity of the financial system.

The Guidance aims to enhance operational resilience and recognise the
interconnections and interdependencies within the financial system, that result from

the complex and dynamic environment in which firms operate.

Firms adhering to this Guidance will assist in addressing existing vulnerabilities and
weaknesses and will mitigate risks in the financial system to ensure it can better
withstand future shocks and crises, limiting the impact of such events thus facilitating

the maintenance of the resilience of the financial system.
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