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Foreword

In this, the Central Bank of Ireland’s first Securities
Markets Risk Outlook Report, we aim to inform
regulated financial service providers, investors and
market participants of the main conduct risks we see to
securities markets, with a particular focus on wholesale
securities markets.

In doing so, we also setour high level expectations of what all firms

involved in securities markets should do to identify, mitigate and manage
those risks inthe context of their particular business activities.

As we press ahead with our supervisory work programme for 2021, we will
be challenging those we regulate on these expectations. We will take
appropriate supervisory actionin circumstances where firms have failedto
haveregardto therisks outlined in this report or where we identify
behaviours that fall below our expectations.

To further inform stakeholders, we have alsoincluded in this report some
of the key areas we will be focusing on in 2021 with specific reference to
the risk outlook in this report.

We look forward to working constructively with financial market
participants todeliver on our goal of fair, transparent and efficient
securities markets.

Colm Kincaid,
Director of Securities and Markets Supervision
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Our Mission

The mission of the

Central Bank of Ireland

Is to serve the publicinterest
by safeguarding monetary

and financialstability

and workingto ensure that the
financial systemoperatesin the
best interests of consumers
and the wider economy.

Our work in supervising
securitiesmarketsis a
core part of this mission.
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Introduction

In 2020, the global economic and financial markets
narrative was dominated by the onset of the COVID 19
pandemic and the actions of governments and public
authorities to deal with it.

Other key topicsincluded the progress of Brexit negotiations, ongoing global
tradetensions and the outcome of the US presidential election. Allof thistook
placeinthecontext of securities markets that areincreasinginscaleand

complexity year onyear.

Our workintheface of these events focused on targeted interventionsto ensure
regulated firms dealt appropriately with market reactions to COVID 19 aswell as
continuingtheir preparations for Brexit. It also included completing a series of
specific supervisory reviews on the management of liquidity in funds and our
review of fund management companies’ governance, management and
effectiveness. Wealso initiated aseries of reviews into how regulated firms and
issuers are meeting their obligationsunder the Market Abuse Regulation(MAR).
Thisincluded both COVID 19 specificinterventions and communications to firms
ontheir MAR obligations, as well as adedicated industry-wide thematicreview,

the results of whichweplanto announcein 2021.

In 2020, we also saw the implementationof arange of new legislative measures,
including new reporting obligations under the Money Market Fund Regulation
(MMFR) and the Securities Financing Transactions Regulation (SFTR). Together
with existing legislative regimes suchas the Markets in Financial Instruments
Directive (MiFID) and European Market Infrastructure Regulation (EMIR), this
increases againthescale of thedataregulatorsrequireto dischargetheir
statutory functions and theimportance of that data being of good quality. We also
saw the continued implementationof the revised Prospectus Regulation, raising

the standards required of approved prospectuses and the extent of competent

authority scrutiny of those prospectuses before suchapproval can be granted.

Set against this backdrop, weoutlinein thisreport the key areas of conduct risk

wherewe expect to see firms take specific proactive stepsin 2021 in how they

conducttheir business.

In 2020, the Central
Bankapproved 717
new investment
fundsand 906
prospectuses.

The Central Bank
advanced 10 specific
workstreamsin 2020
toimplement
securities markets
legislation.
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Our Five Principles

There is a robust, detailed set of regulatory
requirements that apply to securities markets
participants including investment funds; trading venue
operators; issuers of securities; and investment firms
such as asset managers, broker-dealers and market
makers.

The requirements arethere to ensure proper and orderly
markets and to protect the best interests of investors. Inour
supervisionof conduct on wholesalesecurities marketsin
relationtothoserequirements,weare lookingtosee a market
that satisfiesfive principles:

1. It has ahighlevel of protectionfor investors and market
participants.

2. Itistransparent as to the features of products and their
marketprice.

3. The market must be well governed
(and comprise firms that are well governed).

4. The market must be trusted, by both those using the
market to raise funds and those seekingtoinvest.

5. Themarket must beresilientenoughto continueto
operateits core functionsin stressed conditions andto
innovate appropriately as markets evolve.

We expect firmsto have regard to theseprinciples when
conductingbusiness activity and take all necessary steps to
ensure they contributetotheachievement of a securities
market that adheres to these principles.

Back to “Contents”



Key Conduct Risks for 2021

Wholesale financial services encompass complex
interconnected markets, a wide range of financial
products and a large and varied group of professional
market participants. The key areas of conduct risk
where we expect to see firms take specific proactive
stepsin 2021 are:

e Dealingwith the impact of external shocks.
Thisincludesshocks arisingfrom COVID 19 and Brexit;

e Successfully managingthe migrationto greener
securities markets;

e Managingtheincreasingcomplexityinsecurities
markets and the rules that governthem;

e Ensuring meaningful transparency for investors and
other market participants,inparticular on costs and
fees;

e Understandingtherisks and implications of the
increased use of indices, as well as being transparent
with the marketon theiruse;

e Bolsteringsystemstoidentify, mitigate and manage
misconductrisk, witha particularfocus on therisk of
market abuse;

e Ensuring governance arrangements are fit for purpose
and properly resourced, including as businesses expand
or change; and

e Improvingthe quality of the data firmsuse in their
business and report to the Central Bank.

Back to “Contents”
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Impact of External Shocks

All financial market participants are exposed to
external risks that can threaten individual firms’
business models and can interrupt the smooth and
effective functioning of securities markets.

By their very nature, these shocks can resultin marketimpactsthatare
unexpected (in either scope or nature). Firms need to stress test their operations

and planfor these shocks based on plausible worst-case scenarios to ensure they
continueto meet their regulatory obligations.

COVID19

The COVID 19 pandemic has had a profound effect around the world from a
societal,economic and securities markets perspective. Atthisstage, thelong-
term impact on business models, market practices and structures of financial
serviceprovidersremains unclear.

However, we have already seen some of the consequences and risks arising
from this external shock across the entire securities markets landscape. Since
the onset on the pandemicinearly 2020, there was a substantial period of
market volatility. Investment fund redemptionpatterns ran at elevated levels
and liquidity concerns arose as investors sold investments to meet their needs
and repositioned their portfolios to asset classes they considered safer. This
required enhanced monitoring of liquidity risk by firms and regulators, and
while funds continued to manage redemption requests adequately, this was
done against abackdrop of extraordinary fiscal and monetary support for
economies and markets from governments and central banks around the
world. Had this support not been therein 2020 the position for funds (as for
other market participants) would have been very different. However, this
supportcarries apublic cost that hasto befactored into our reckoningforthe
longer term. Even as market conditions have stabilised, securities markets
remain vulnerableto further market shocks and economicdeterioration.

The pandemic-induced market volatility also affected the operations of essential
market structures like trading venues, Central Counterparties (CCPs) and Central
Securities Depositories (CSDs). While the providers of these services proved
generallyresilientinthe face of heightened market instability, there were some
examples of operational and systems issues across the market asawhole,
particularly relatingto settlementfailures.

Business continuity plans generally worked well, however, certain vulnerabilities
wereobserved. In particular, the episode highlights the need for boards to have
dedicated systems toidentify and managerisks, together with well-defined

Back to “Contents”
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escalation pathsto the board and playbooksin place to deal with worst-case
scenarios.

Weexpect financial service providers to

Have appropriate resources, expertise and systems in place to identify, mitigate
and manage conduct risks accompanied by well-defined escalation processes.
Thisincludes conductrisks arising within outsourcees.

Communicate transparently with investors andthe wider market. This applies to
issuers of financialinstruments as well as regulated financial service providers.

In the case of investment funds, monitor and manage liquidity risk effectively,
including stress tests based on worst-case scenarios.Firms also need to have
clear playbooksin place and deal transparently with investors with regardto both
therisksinvolved and how they are managing them.

Atthe onset of the COVID 19 pandemic, the Central Bankidentified anumber of priority areas for
supervisoryfocusinits securities markets mandates. Part of this workincluded being clear with market
participants on theissuesthey needed to prioritise to navigate the challenges presented by the social and
economic effects of the pandemic. This included agreeingan EU wide publicationfromthe European
Securities and Markets Authority (ESMA) on these priorities, which was issued on 11 March. We also
communicated withtrading venues and market participants on the need to apply additional vigilance in their
reporting and monitoring obligations under Markets in Financial Instruments Regulation (MIFIR), EMIR and
MAR. In our communications, we emphasised that regulated firms migrating towards aremote working
environment must continue to employ appropriate trade surveillance; including for the detection of market
abuse and position limit breaches and the importance of securities markets continuing to functioneffectively.

In light of the profound economicshock caused by COVID 19, we also monitored the public communications
of issuers of financialinstruments to ensure that they were meeting their obligations to be transparent to
securities markets. Thisincluded comparing the practice of Irish issuers with peers internationally, in terms of
both size and sectoral focus. Over the period Marchto July 2020, 66 market announcements of 31 issuers
werereviewed in this regard.

Consistent with the ESMA publicationof 11 March, as well as intensive engagement with key firmson
operational resilience, we increased the intensity of our daily monitoring of markets and intervened with
firmswhere weidentified issues of concern.To support this activity, as well asincreasing our level of
engagement with individualfirms (at times to daily or indeed intra daily engagements), we introduced
additional reporting requirements in key risk areas such as fund liquidity management and short selling.
Consistentwith our roleas an EU national competent authority and our strategic focus on EU supervisory
convergence, thisworkwas donein close coordinationwith fellow EU regulators and ESMA.

Back to “Contents”
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Brexit

The decision by the United Kingdom (UK) to leave the European Union (EU) will

changethestructure, composition and operationsof securities markets
participantsin bothjurisdictions. Therisks arisingfromthis are numerous and
cover all aspects of the securities markets landscape.

Brexit makes the UK athird country,impactingon licensing arrangements
andresultingin theloss of EU passportingrights for UK firms. It also changes
the basisonwhich EU firms can operatein the UK. It will take time to see how
theissuesandrisks weidentified in therun up to Brexit manifest themselves
inapost-Brexitenvironment. Firms can also expect to seeincreased investor
activity, asinvestorsrequire or wish to repositionthemselvesin the face of
the changed post-Brexit landscape.

We also see the migration of firms and trading activity fromthe UK to EU
member states, including Ireland. This results in new or existing EU firms
takingon assets, activities and risks, whichare new to these firms, and
requiretheappropriatecontrolsto ensurethat conductriskis managed
prudently. Thereis also the potential for conflicts of interest for staff that
may be ‘dual hatting’ in any business migrationtransitionary period. To
identify, mitigate and manage theserisks, thefirmsin questionmust be
properly resourced in terms of bothscale and expertise, with clear lines of
oversight and escalation. Thisincludes resourcing prudently from the outset
to manage the specific risks of migration and the operation of activitiesin the
faceof whatis a new regulatory and market landscapefor all concerned.

Brexit also changes the manner inwhichEU and UK rules apply to dealingon
securities markets, for example under the MiFID share trading obligation and
the rules applyingtoshortselling. Thereisalso aheightened risk of market
fragmentation and changes to market activity or norms with whichwe have
becomefamiliarover theyears, as such activity becomes non-compliant or
uncommercialin apost Brexit landscape.

With the UK no longer available as agateway to the EU, firms will look to
other EU member states, includingIreland, as abase to launch products.
Again, thiscanlead to EU firmstakingon product lines and related conduct
risks with which they areunfamiliar or where changed regulatory obligations
or marketinfrastructure considerations arise in the new post-Brexit
landscape.

Firms havedonealotto preparefor Brexit and it has been asupervisory
focus of the Central Bankfor sometime. Theeffort firms putinto preparing
for Brexit needsto be replicated now as they experience therealities of
operatingin the new environment. This requires concrete plans to identify,
mitigate and manage the specific risks arising for their firm and the markets

Brexit will affect
the structure,
compositionand
operations of
securities markets
and their
participants

ESMA has published a
reminder to firms of
the MiFID Il ruleson
‘reversesolicitation’in
the context of the
recentend of the UK
transition period.

Back to “Contents”




Securities Markets Risk Outlook Report 2021 | Central Bank oflreland | Page 11

inwhich they are active. Brexit has effectsimmediately upon the UK’s exit as
well as over the medium and longer term. Firms need to have plansin place
for each of thesetime periods.

Weexpect financial service providers to

Ensuretheyhave identified all Brexit risks to which they are exposed and
have contingency plansin place, including dealing withall plausible worst-
casescenarios. These plans need to look at conductrisks arising over the
immediate, mediumand longer-termtimehorizons.

Assess whether any business or portfolio realignment needs to take place
to ensure continued compliance with EU regulations.

Ensurethatthe conductrisks and obligations of Irish regulated entities
areowned and controlled by the Board of the Irish entity, with clear
escalation pathsforissues astheyarise.

Communicateclearly and transparently with investors, counterparties
and the market (where appropriate) on any potential effects stemming
from Brexit.

Have measuresin placeto deal effectively with market dislocations and
fragmentation that may arise from Brexit.

Back to “Contents”
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The Migration towards
Greener Securities Markets

The evolving climate crisis and the universal need to
mitigate its effects requires that financial products
and services themselves become more
environmentally sustainable. By financing initiatives
and trends aimed at stemming the climate crisis,
sustainable finance can play a key role in ensuring
that securities markets aid the transition to greener
economic activities.

The European Commissionhas established an action planon thefinancing of Sustainable
sustainable growth aimed at directinginvestment capital towards sustainable .
o . . . . L . finance has a key
initiatives. To thisend, thereis asuite of legislation requiring firms and issuers _
to make changes to meet these new obligations. Thisincludes the development roletoplayin
of a taxonomy that will allow for the classification of sustainable activities, the combatti ng

Sustainable Finance Disclosure Regulation (SFDR) and minimum technical

' ' climatechange
requirements for EU climate benchmarks.

Toensurethistransition to agreener financial system is successful, itis
imperative that the sustainability features and risks of new products are
properly designed and disclosed and that the additional layer of complexity
thisrepresentsis navigated properly by regulated firms. Special careis needed
to avoid misconduct or other investor or market detrimentin this arenagiven
the novel and evolving nature of ‘green’ finance.

We see risks to this successful transition arising where stronginvestor
demand is met by the supply of financial products purporting to be sustainable
in naturebutwhichinreality do not meet environmental standards, apractice
known as ‘greenwashing’. Inthe context of changinginvestor demographics
and increasing socialawareness of sustainability issues, financial market
participants may see an incentive to advertise their products and services as
sustainablein order to benefit frominvestor appetite for more sustainable
investments. Thisraises the possibility thatinvestors are misled intobuying
financial products that do not meet the environmentalstandardsinvestors
expected when makingtheir investment. Firms need to bevigilant to avoid this
risk,so that investors’ bestinterests are protected and the reputation of the
emerging conceptof green financeis notdamaged.

In their assessment and mitigation of conduct risk, firms also need to include
consideration of climate change and its implications for securities markets
and the firm’s own business. This includes paying careful attention to

Back to “Contents”
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ensuringthatthe costs, risks and sustainability credentials of their
investment products are clearly understood and explained to investors and
the market as a whole. Where the sustainability aspect of the productor

serviceisunclear or dependent on future developments, this should be
highlighted (recognising that thisis an evolvingfield).

Incomingregulatory changes will aidinvestors in determining what products
aretruly eco-friendly while also supplying financial service providers with a
clear framework foridentifyingeconomicactivities that are sustainable. The
implementationof these requirements, and fostering greener securities
markets moregenerally, will be akey area of focus for the Central Bankin
2021 and beyond. Thiswill include closely scrutinising applications for
authorisation of ‘green’ funds or securities offerings where prospectus
approvalisrequired.

Weexpect financial service providers and issuers of financial instruments
to

Review their sustainable product offerings to ensure they meet the
required standards and that the features and risks of those products are

properly explained. Thisincludes highlighting any risks or caveats to their
sustainablefeatures.

Consider their preparedness for the transition to greener securities
markets, the conductrisks arisingwithintheir firm from this transition and
how they will identify, mitigate and manage those conduct risks.

Where the
sustainability
aspectof the
productor service
isunclear or
dependent on
future
developments,
thisshould be
highlighted
(recognisingthat
thisisanevolving
field)
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Increasing Complexity

Global securities markets are becoming more
interconnected, complex and sometimes opaque.
This, combined with the rise in both the use and
sophistication of technology and the increasingly
complex design of financial products themselves,
gives rise to new risks and amplifies existing ones.

The types of financial products offeredin securities markets and their level of
complexityis constantly evolving. Thisinnovationcan bring benefits by
diversifying therange of investment products and trading options available
for investors and market participants to meet their needs. However, new
products and trading options alsopresent fresh risks. In particular, the
persistently low interest rate environment has generated asearch for yield
that incentivisesinvestmentin riskier financial products and security types
as well as unanticipated changes in market dynamics. We have seen products
across securities markets with novelfeatures fromcrypto assets to more
environmentally sustainable propositions, as well asinvestment funds
holding more complex financial instruments and/or pursuing more
sophisticated portfolio strategies. The events of 2020 have further
illustrated the extent to which theincreasing complexity and
interconnectedness of securities markets can lead to impacts being
transmitted across securities markets in ways that were not expected by
those affected.

In an Irish context, these trends are a special area of focusfor our workin the
field of authorising investment funds under Undertakings for Collective
Investmentin Transferable Securities (UCITS) legislation, Alternative
Investment Fund Managers Directive (AIFMD) and related legislation,where
assets under management for Irish domiciled funds has grownfrom<€1tnin
2011 toover €3tnin 2020. It has also become akey areaof focus inour role
as approver of debt prospectuses under the Prospectus Regulation,where
the Central Bank receives an especially high volume of applications. In both
fields, this has prompted us to introduce a more systematic risk-based
approach to how we assess applications for authorisation, with greater focus
on applications with novel features or assets that may pose particularrisks to
investorsin the context of the products’ investment profile. Recent topics
targeted in this approach haveincluded enhanced scrutiny of UCITS funds
that planned to invest significantly inassets where ESMA has issued specific
warningsregardingretailinvestment or where we were not satisfied with
how key risks were dealt with and disclosed in the prospectus. It has also
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involved ensuring that securities offerings that describe themselves as ‘asset
backed’ meet the criteria of havingunderlying assets and identifiable cash
flows as well as ensuring conflicts of interest are properly disclosed.

The market has also become morefragmented, with an increasing number of
venues and types of venues wheretrading can take place. Whilethisadds
choice,itcanresultindilutionof liquidity and add further complexity to
market monitoringas tradingis taking place across disparate markets,
including; regulated markets, Multilateral Trading Facilities (MTFs),
Organised Trading Facilities (OTFs) and Systematic Internalisers (Sls). This
touchesin particular on ourprinciple that securities markets must be
transparent asto priceformation. In Ireland, there has also been anincrease
intheinfrastructures and range of market participants operatingfromhere,
suchthatagreater degree of tradingis now taking placeon venuesin Ireland
that would previously have been transacted in other jurisdictions.

The transition frominterbank offeredrates (IBORs) towards alternative
referencerates also represents a potential conductrisk. Thesereference
rates supportabroad range of financial products, from credit instruments to
derivatives, and are deeply rooted within the global financial system. The
changeover to new referencerates will affect many market participants and
a smooth transitionby firmsis vital to avoid market dislocations, which have
the potential to affect marketintegrity.

Weexpect financial service providers to

Ensure products they produce aredesigned to meet investors’ needs, that
conflicts of interest are mitigated and that key features and remaining
conflictsof interest are addressed clearly and prominently in product
disclosures. Their consideration of these issues shouldbe documented
and availableto the Central Bankonrequest.

Engage with the Central Bank before submitting applications for
authorisation of moreinnovative investment funds and issues of securities
where prospectus approval is required.

Identify and understand therisks associated with greater complexity and

fragmentation and theimplications this complexity might havefor how
markets perform in case of shocks.

Be vigilantto the potential for new products and changesin trading
activity to giveriseto unanticipated changesin market dynamics.

Be cognisant of all risks that may arise fromthetransitionaway from
IBORs based on their business activity and to have a plan to mitigate those
risks, including appropriate communication and disclosure to clients.

Back to “Contents”
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The Central Bank has a gatekeeper role ascompetent authority andis responsible for the
authorisation of investment funds under UCITS, AIFMD and related domesticfunds legislation.Itis
alsoresponsiblefor the scrutiny and approval of prospectuses under the Prospectus Regulation.

In applying our gatekeeper rolein these areas, we have developed the following set of gatekeeper
principles under the ROBUST acronym.Our ROBUST principles guide us in the assessment of
applicationsto ensure that appropriate challenge is provided on applications at the point of entry:

o Risk based: We will place primacy on the review of issuances/funds intended for retail
investors and will apply a higher level of scrutiny and challenge to submissions that pose
higher risk.

o Outcomefocused: Ourscrutiny will place emphasis on highquality outcomes for investors and
market integrity.

o Best practiceled: Wewill conformto EU and international best practicein our regulatory
approach.

o Use our resources to best effect: We will allocateresources to areas of priority or risk
identified. We will endeavour to deliver on service standards but this intention must not
underminethe quality of reviews.

o Stakeholder engagement: Wewill ensure that any stakeholder engagement undertakenis
purposeful and forthe protectionof investors.

o Trusts but verifies: Wewill place greater responsibility on applicants to demonstrate
compliance and require verification, where appropriate.

Back to “Contents”
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Transparency

Central to our five principles is the concept of a market

that is transparent as to the features of products and
their market price. It is essential that investors and

market participants can make informed decisions
based on available information and reliable pricing.

Costsand Fees

Transparency in the cost and fee structures of financial services and products
iskey to confidence and trustin securities markets. Irish and EU regulations
includedetailed obligations with regardto disclosure of costs and fees. A lack
of transparency in these costs and fees can have asignificant detrimental
effecton the efficiency with which markets transmit money from investors to
thosewho access securities markets to raise funding for thereal economy
(and back again). Ultimately, this affects the value received from securities
markets by investors, issuers and other market participants. Assuch,ithasa

directimpacton the properperformance of securities markets’ core
investment functions and is contrary to our five principles.

Clear and meaningful disclosure of costs and fees is therefore key to ensuring
that investors and other market participants are suitably equipped to make
fully informed decisions. In particular, lack of meaningful transparency
around costs and fees leads to (i) investors and other market participants
miscalculatingthereturntheywill receive and thereby the extent to which
the product will meet their financial needs and (ii) investors and other market
participants choosing a product thatis less suitable for their needs than
another productavailableon the market. For disclosure of costs and feesto
be meaningful,itisalsoimportant that the services received forthose costs
and fees areclearly explained and that key risks are prominently disclosed.

Transparency in costs and fees can be seen thereforeas akey partin
achieving the strategic aim of EU Capital Markets Union, notleastin respect
of investment funds where Ireland plays a particularly significant role. Based
onour supervisorywork todate, itis clear that manyfirmsstillhaveajourney
totravel regardingtransparency of costsintheinvestment products they
offer.

The Central Bank
hasrecently
undertaken areview to
identify and prevent
closetindexing. This
review resultedinthe
issuance of over 80risk
mitigation actionstoin
scopefirms.
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Weexpect financial service providers to

Deliver financial products that serve thereal needs of investors, other

market participants, issuers and thewider economy and explain those
productsinaclear, straightforward manner.

Discloseall costs and feesin a manner thatis clear, meaningful and easily
accessible.

Describethe productor service being provided inreturn forthose costs
and fees in sufficient detail for their value to be properly assessed.

Disclose prominently therisks associated with an investment product or
service.

Index Providers

Over the last decade, financial indexing strategies have grown inimportance
with their increased utilisation and complexity. Asset managers,both as
investors and market participants, have shifted to more passive index-based
techniques grounded in reduced costs and historicperformance. Thereisa
body of regulation regardingindices including the Benchmarks Regulation,
ESMA guidelines and sectoral legislation (e.g.in UCITS).

The move away from active stock selection towards indexed-based
strategies, includingininvestment funds, hasincreased therole of indices

and index providers and their impact on the global flow of investment capital.

This prompts questions regarding the extent and implications of firms’
relianceonindices and index providers,transparency of theinvestment
methodologies atindex providers, potential conflicts of interest and how
costs aredisclosed to investors and other market participants.

It has also featured in our recent workon ‘closet indexing’, where we found
cases whereinvestment funds charged for an active investment strategy
whilein facttrackinganindexinamannerthat had not been properly
disclosed.

Weexpect financial service providers to

Ensuretheyunderstand fully the nature and implications of any indices
they areusingtoinform or drive their market activity.

Make surethey have considered fully the extent to which their use of
indicesistransparentto investors and other market participants.

Assess their relationship with index providers to ensureinvestors’ best
interests arebeingconsidered. Thisincludes considering conflicts of
interest.

Thegrowing
importance of
index providersin
global financehas
highlighted
potential areas of
concern for
regulators

Market data shows
the majority of Irish
UCITS now
referenceanindex
when measuring
their performance.
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Aswe continue toimplement new legislative mandates under ourremit, ourwork processes are also
adjusted to take these new requirementsinto account. In 2020, this approachwas apparentin our
application ofthe Benchmarks Regulation (BMR). The BMR aimsto reduce the risk of manipulationof
benchmarks by addressing conflicts of interest, governance controls and the use of discretionin the
benchmark-setting process. It requires EU administrators of a broadclass of benchmarks to be
authorised or registered by a national regulator and to implement governance systems and other
controlsto ensuretheintegrity and reliability of their benchmarks. The BMR also introduces aregime
for third country benchmarks. In order to assess benchmark administrators, the Central Bank created a
BMR specific risk taxonomy mapped to the requirements in the BMR. Applications from administrators
arevalidated against the taxonomy, whichis also utilised forongoing supervision purposes. To date,
thistaxonomy has been deployed in four suchapplication processes and one targeted supervisory
assessment of a benchmarkadministrator.

Back to “Contents”
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Misconduct Risk in
Securities Markets

Misconduct on securities markets undermines
transparency and trust amongst market participants
and is detrimental to investor protection. As a
conduct regulator, we assess market wide conduct
risks across the full range of market participants.

Market Abuse

Forinvestors and other market participants to havetrustin securities
markets they haveto know thatthemarketis transparent. A key part of this
transparencyis knowingthatissuers are meetingtheirobligations to disclose
relevantinformation to the marketin atimely and comprehensive manner.
Thisincludes the obligations under MAR and related market abuse legislation
onmanaginganddisclosinginside information.

Risks exist thatissuers are not transparentin their communicationto the
market and thereforeinvestors make uninformedinvestment decisions. This
riskis heightened in a context where theincidences of inside information
requiringdisclosure arelikely to be morewidespread in the face of COVID

19, as the pandemic continues to materially affect firms and as companies
seek to raise additional capital.

Risks also exist that regulated firms’ surveillance systems are not effectivein
detecting abusivetradingbehaviours, eroding trustin theintegrity of
securities markets. Market operators and investment firms arerequired by
legislation to have effective systemsin place for the detection and
prevention of abusive market behaviours, such asinsider dealingand market
manipulation. In markets that are volatile or haveincreased trading volumes,
thereis anincreased risk that abusive behaviours go undetected as firms deal
with exponential increasesin alertsfromtheir surveillance systems.

Aswell as heightening therisk of market abuseitself, theonset of COVID 19
and the resulting paradigmshiftin our collective working arrangements has
presented new challenges for firms in meeting their obligations to monitor
and ensure compliance with market abuse legislation.

The onset of
COVID 19 has
presented new
challenges for
firmsmeeting
their
obligations
under the
Market Abuse
Regulation

Duringtwo weeks of
market turbulencein
March 2020, daily
transactions reported
to the Central Bank
were 3 times greater
than their pre-COVID
19 levels and following
the announcement of
results of the US
Presidential election
they weremorethan

doublethenormal
level.
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Weexpect financial service providers and issuers of financial instruments
to

In the case of issuers, have specific measuresin placeto ensuretimely
disclosure of inside information to the market. This includes information
related to COVID 19, Brexit and other relevant developments.

Ensuretheyhave clear policies on how insideinformationis controlled
and handled and that these policies arefollowed in practice.

In the case of financial service providers, continue to ensure that their
surveillance systems remainrobust and effective in the detection of
abusive behaviours, includingwhere markets are volatileor trading
volumes are exceptionally high, and that cases of concern aredealt with
appropriately.

In the case of financial service providers, review theirtrade surveillance
systemson a regular basis to ensure thresholds and parameters foralerts
remain appropriate as market practices develop and inlight of
developments such as the prolonged working fromhome environment.

Governance

If investors, issuers and other market participants areto havetrustinthe
conduct of thefirmsthat operatein securities markets, those firms need to
meet the highest standards of governance. Thisis all themore so asthe scale
and complexity of securities markets activity continues to grow. Necessary
reforms havealsoincreased the scale and complexity of theregulatory
frameworkin accordance withwhich firms must conduct their business,
againincreasingthe need for the highest standards of governanceto ensure
compliancewith theserequirements.

All of this necessitates of course that each regulated entity has resources of
sufficientscale and expertise to managethe activities of the firm. Where the
execution of tasks is outsourced/delegated to other parties, the regulated
entity must make sureit has sufficientresourcesin the regulated entity itself
to managethese arrangements and oversee outsourcees/delegates and the
conductrisksarising.

We continueto seerisks arising from failings related to board oversight of
their outsourcees/delegates and third party intermediaries. This includes
caseswherefirmsarereceiving these services fromother entities within
their corporate group. Weremain concerned that someboards see the
oversight of theseintermediaries’ delegated activity and theiradherence to
relevant legislation as the soleresponsibility of their outsourcee/delegate.
We remind firms that they can outsource/delegate the performance of tasks
butthey cannotoutsource/delegate their regulatory responsibilities with
respect to thosetasks and the conductriskarisingfromthem.
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A central theme of our five principlesis securities markets that areresilient
intimes of marketor operational stress, and regulated entitiesin each
securities market sector are subject to specific obligations to manage this risk
for their firm. Therecent COVID 19 period has further highlighted the level
towhichfinancial service providersrely on outsourcing arrangements for
business activities and the need to ensure that proper oversight and
governance arrangements arein placeto avoid service disruption. Whileon
the whole business continuity arrangements worked wellin the face of

extraordinary circumstances, the COVID 19 experience also identified
vulnerabilities that firms need to address.

In addition, we seerisks arising from circumstances where firms fail to ensure
that conflicts of interest are managed properly. In particular, connected party
transactions must be identified and carried outatarm’slengthandina

manner that ensures the best interests of investors and marketintegrity are
protected.

We have observed senior staff reporting directly to heads of business
divisionslocated outside Ireland, bypassing localmanagement. This
demonstrates an inadequate governance structurein the Irish regulated
entity, and perhaps afailure at group level to respect the separate legal
existence and regulatory responsibilities of the Irish regulated entity. In some
cases, it has also highlighted that theresourceinthelrish regulated entity is
inadequateto avoid such risks. We also continue to identify instances across
all the securities markets sectors we regulate where staff within regulated
entitiesareunclear onthespecific roles and responsibilities for managing
market conduct risk within their firm.

The Fitness and Probity Regimeis a key component of the framework
designed to protectinvestors and market participants fromthe
consequences of poor governance and misconduct. Where properly
implemented, it provides astrong framework to mitigate many of therisks
referred tointhisreport. However, we continue to identify deficitsin firms’
understandingof their ongoingobligations, forexample in assessing
controlled function holders’ fitness and probity.

Weexpect financial service providers to

Ensure they have sufficient resources, systems and controlsin place to

identify, mitigate and manage the conduct risks to which they are exposed,
with clear governance and boardoversight.

Review outsourcing/delegation arrangementson aregular basis to ensure
that thelrish regulated entity has sufficient control over the conduct of
outsourcees. Thisincludes having sufficient resources and expertise to
effectively oversee the activity outsourced and ensuringresiliencein
times of market or operational stress.
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Ensure conflicts of interest are identified and avoided where possible.
Wherethey cannotbe avoided, firms should mitigate and manage the
remainingrisk appropriately.

Where group resources, policies or processes are used to manage conduct
risk, ensure sufficient local management autonomy and oversight of these
resources, policies and processes. In particular, firms need to ensure that
their boards and other management structures are not bypassed by group
arrangements.

Take a diligent approach to meetingtheir obligations under the Fitness
and Probity Regimeincludingasitapplies to controlled functions that are
notpre-approval controlled functions.

Together with fellow NCAs and ESMA, in 2020 the Central Bank commenced an EU wide ‘Common
Supervisory Action’ (CSA) on UCITS liquidity management following a number of liquidity issues
within UCITS funds that resulted in investors being unable to redeem their holdings and ultimately

incurringasignificantloss on their investments. A CSA is a new type of supervisory exercise whereby

ESMA and NCAs coordinate athematic reviewof a given topic of special importance.

The CSA involved industry participants completing questionnaires on their liquidity risk management
frameworks and supplying both quantitative and qualitative information to the Central Bank.
Following this, the Central Bank undertook an in depth supervisory review of 55 UCITS managers,
which included an examination of key indicators, specific datasets and direct engagement with UCITS

managers.

A public communication on theresults of this CSA isduein 2021.
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Data Quality

Accurate and complete data is essential in identifying
risks and discharging our supervisory
responsibilities.

The increasing size and complexity of securities markets is beingdriven,in
part, by faster and morevoluminous transactions which hasin turn been
fuelled by increased levels of automation. This increases the scale and
complexity of thedata firms need to collect, holdand understand in order to
identify, mitigate and manage conductrisk. It has also led to asignificant
increaseintheregulatory reporting obligations of firms under abroad range
of legislation such as MIFIR, EMIR,SFTR, AIFMD and MMFR, to equip
regulatorsto supervise this activity effectively and identify trends where
supervisory mitigation or further reformmight berequired.ltis critical for
firmsto have systems and controlsin place that arefit for purpose to meet

thischallenge, especially as firms seek to grow or change their business
activities.

Thisincludes devoting sufficient attention to ensuring that the data being
used by thefirm and reported to theregulator is accurate. We continue to
identify submissions thatareincomplete or incorrect, as well asinstances
wherefirmshavenot had dataavailablefor the Central Bankwhen
requested. The COVID 19 induced market dislocationduring 2020 further
highlighted weaknesses in data quality within firms, as the rapidly evolving
situation required the Central Bank to make additional datarequests. Firms
had toreact quickly to these additional demands, andoverall firms managed
todoso. Nevertheless,itwasclear that somefirmswere better equipped to
meet this challenge than others, raising questions about the availability and
qguality of dataused within certain firms for their own risk management
processes. We also encountered too many cases where the Central Bank
identified errorswithinthe datathatrequired it to be checked by the firm
and re-submitted.

Weexpect financial service providers to

Devotesufficient resource and senior management focusto ensuringdata
istimely and accurate, both to support risk management and decision
making within the firm and to meet regulatory reporting obligations.

Regularly and actively, discuss dataquality at board level and relevant risk
management fora.

Dataisa vitaland
increasingly
important aspect
of our supervisory
toolkit. This
makes data
quality
paramount.

We receive and
processover 5million
financial derivative
reports every day
representinga
notional value of over
€7 trillionforlrish
counterparties.
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Securities Markets Conduct
Supervision Priorities 2021

Our supervisory priorities are informed by our ‘

assessment of conduct risks arising in the securities Vv _—
markets we supervise. This includes having regard to |V g
the risks highlighted in this report, our work with ¥ g

fellow regulators and ESMA colleagues and the

priorities of the Central Bank’s Strategic Plan
2019-2021.

2021 will see us progressing arange of supervisory actions to systematically
target and mitigate key risks, implementing our ROBUST Gatekeeper
principles and related ways of working and further embedding our use of
dataanalytics.

This body of workwill include actions to deal with theimpact of COVID 19
and Brexit. It will also include aseries of high quality supervisory actions,
usingthetools and principles of our new supervisory approach to wholesale
market conductrisk. As well as our ongoing trigger-based supervision of
conductriskinsecurities markets, this will include launching a number of
thematic reviews and follow-up actions specificto the conduct risks outlined
inthisreport.

Onesuch areaof focusis thefield of market abuse. In 2020, the Central Bank
initiated asupervisory review of compliance withMAR requirements for
issuers and those that act on their behalf,on the main Irish regulated market.
The review focuses on the extent to which participants comply with
requirements to recognise, manage and in the case of issuers, publicly
discloseinsideinformation in accordance with applicable legislation. At the
sametime, we commenced a supervisory review on the practice and
governance of detecting and reporting suspected market abuse. Thisreview
includes afocus on how these arrangements evolved during therecent
period of extreme market volatility. In 2021, one of our supervisory priorities
will beto completethesereviews and take appropriate actionon foot of our
findings.

We will also follow through on findings fromour 2020 thematic reviews in
the funds sector. Thisincludes the findings from our review of Fund
Management Companies’ Governance, Management and Effectiveness and
the ESRB/ESMA Review of Corporate Bond and Property Funds. Wewillalso
completeour follow up actionsto the ESMA CSA on Liquidity Management in

Back to “Contents”




Securities Markets Risk Outlook Report 2021 | Central Bank oflreland | Page 26

UCITS and launch anew CSA along with ESMA colleagues and fellow EU
regulators, thistimein thefield of UCITS costs and fees.

2021 will also see us advance our application of our Gatekeeper ROBUST
Principles and ways of working, including applying therisk outlook in this
reporttoidentify areasfor enhanced scrutiny. We will also complete work to
automatetransmissionof data and documentation to ESMA, review our
Prospectus Fees and Service Standards and participatein the ESMA Peer
Review on the Prospectus Regulation.

We will continue to build an approach thatis more datadriven by buildingon
the workof 2020 to enhance our processes for market monitoringand
reactive supervisoryintervention, witha particularfocus oninvestment
funds. To supportthis,data quality will become anincreasing area of focus
for the Central Bank and ESMA has identified itas a Union Strategic
Supervisory Priority. Our workin 2021 willthereforeinclude conducting a
series of actions on dataquality in conjunction with ESMA andfellowNCAs.

2021 will be another year of substantive projects to implement securities
markets legislation and related technical standards and guidance. This will
includein particular further implementation of the MMFR and SFTR
requirements as well as continued work withESMA to improve thedata
architecturethatsupports ourwork. Wewill also commence work to support
the creation of a central ESMA database of funds marketing throughout the
EU.

Finally,the Central Bank’s supervisory work and insights will feature
prominentlyin ourwider policy work at domesticand international level,
bearingin mind thesignificant scale of the Irish securities markets industry
and its global nature. Keytopics where oursupervisory perspectives will
inform workin 2021 will include:

workon potential reformof the framework for money market funds and
the wider considerationof a better macro-prudential framework for
investment funds;

reviews of MAR, MIFID and AIFMD;

the development and implementation of the framework for sustainable
finance;

workwith our colleagues at the International Organisation of Securities
Commissions (IOSCO) undertaking areview of conduct-related issuesin
relation to index providers, with a specific focus onthe asset management
industry;

enhancinginternational coordination in the supervision of conductriskin
wholesale securities markets, with a particularfocus onimproved EU
supervisory convergence and continued cooperation under the IOSCO
Multilateral Memorandum of Understanding.

In 2020, the Central
Bankreceived 18
requests for assistance
from other securities
markets regulators.
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