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Dear CEO

The Central Bank of Ireland (Central Bank) is the competent authority in Ireland for the Market
Abuse Regulation (MAR). In 2020, the Central Bank commenced a thematic review (Review) to
assess the effectiveness of trade surveillance frameworks used by firms to identify instances of
suspected market abuse and to report those suspicions to the Central Bank. This work was a
component of awider thematic review of compliance with MAR, including the obligations of issuers
and theiradvisors.

Market abuse is unlawful behaviour on financial markets. It comprises insider dealing, unlawful
disclosure of inside information, market manipulation or related attempts. Market abuse
undermines market integrity and investor confidence. The increasingly global nature of financial
markets has led to new trading platforms and technologies which present new opportunities to
manipulate markets. The scale and sophistication of relevant securities activity carried on by
regulated entities in and from Ireland has alsoincreased. These factors combine to result in an
increase in Irish regulated entities’ obligations to identify, mitigate and manage market abuse risk
in amannerthatis effective, having regardtothe nature, scaleand complexity of their operations.

The Central Bank is focused on ensuring that, as our securities markets develop, firms implement
effective frameworks to identify and report incidences of suspected market abuse. This requires
that firms implement effective surveillance systems and governance arrangements, raise market
abuserisk awareness among staff and maintain sufficienthuman and other resources.

The Review assessed compliance with Article 16(2) MAR. This Article requires any person that
professionally arranges or executes transactions in financial instruments subject to MAR to

1 Regulation (EU) 596/2014 and Regulation 3 European Union (Market Abuse) Regulations 2016 (S.1. No. 349 of 2016).
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establish and maintain effective arrangements, systems and procedures to detect and report
suspicious orders and transactions. Where that personreasonably suspects anorder or transaction
could constitute market abuse, it must submit to the Central Bank, in the prescribed format, a
Suspicious Transactionand Order Report (STOR). These obligations apply broadly, including to buy
side firms such as asset managers (including AIFM and UCITS managers) and entitiesthat trade on
own account, whether or not the entity requires to be authorised by the Central Bank in order to
carryon that activity.?

The Central Bank carried out in-depth assessments of 6 firms, including 29 virtual engagements
with frontline staff, senior management and compliance personnel. The Central Bank observed
some good practices, suchas risk assessment processes tailored specifically to the firm’s particular
exposure to market abuse risk and active monitoring and dissemination of EU enforcement cases.
However, the Review also identified deficiencies in firms’ risk assessments, trade surveillance
systems and MAR compliance frameworks, requiring entity-specific risk mitigation programmes for
most firms assessed in the Review. This letter sets out the Central Bank’s key findings and
expectations arisingfromthe Review.?

KEY FINDINGS AND EXPECTATIONS
1. Firms must improve their frameworks to identify and mitigatemarket abuse risk

Central Bank industry communications in 2019 and 2020* emphasised the identification and
assessment of conduct risks as fundamental to the implementation and maintenance of a robust
market conduct risk framework. The Reviewfound evidence of deficiencies in this regard, including:

e Failure to implement a structured and effective market abuse risk identification and
assessment process, which considers all potential market abuse risks relevant to a firm’s
specificbusiness model and activities.

e Absence of clear documentation detailing the materiality of the risks identified, including an
assessment of the impact and likelihood of eachrisk occurring.

e Lackofstaff awarenessof thecritical rolethey play inthe first, second and third lines of defence
in the detection, monitoring and reporting of suspected incidences of market abuse.

e Staff training that was generic, not targeted to a firm’s particular business model and market
operations and therefore did not adequately prepare staff to deal with the market abuse risk
facing them.

2 See response to Question 6.1 ESMA Questions and Answers on the Market Abuse Regulation Version 14, 29 March
2019, available here.

3 The Review and key findings align with the Central Bank’s Five Principles for a Proper and Effectively Regulated
Securities Market, available here.

4Wholesale Market Conduct Risk 2019 Industry communication, available here. Securities Market Conduct Risk 2020
Communication, available here.


https://www.esma.europa.eu/sites/default/files/library/esma70-145-111_qa_on_mar.pdf
https://www.centralbank.ie/regulation/industry-market-sectors/securities-markets/wholesale-markets
https://www.centralbank.ie/docs/default-source/Regulation/industry-market-sectors/wholesale-markets/wholesale-markets-dear-ceo-letter.pdf
https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/securities-markets/wholesale-markets/securities-market-conduct-risk---dear-ceo-letter.pdf?sfvrsn=7
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The Central Bank expects firms to:

¢ |mplement a documented process to identify all market abuse risks specifically applicable to
their business model, consider the materiality of those risks and take steps to mitigate and
manage those risks. For example, front running is aninherent risk at firms who transmit orders,
irrespective of senior management’s confidence inthe integrity of its staff. The process should
include an annual review as well as a review of market abuse risk in the case of any business
model changes or business expansions.

e Improvestaffawarenessoftherolethey playinthe detection and assessment of market abuse
risk. This includes providing regular, business model-specificand comprehensive market abuse
training to all staff, including front office and compliance staff. The measures taken should
ensure staff are competent to identify and escalateincidences of suspected marketabuse.

2. Firms mustimprove theefficacy and integrity of their trade surveillance systems

Effective trade surveillance systemsare critical tothe mitigation of market abuse risk. The Review
identified failures inthe effectiveness andintegrity of post-trade surveillance systems, including:

e Surveillance systems did not cover all relevant market abuse behaviours applicable to firms’
specific business models and market activities.

e Absence of effective surveillance alerts, including deficiencies in the calibration of alert
parameters and thresholds. Poor practices included adjusting alert calibrations to reduce the
volume of alerts to reflect resource constraints. This reduces the system’s effectiveness in
detecting market abuse.

e Absence of surveillance system access controls. For example, firms permitted staff to disable
alerts or change thresholds without providing rationale or being subject to four-eye approval.
This may resultininappropriately calibrated alerts.

e Absence of control testing by compliance, risk and audit functions to ensure the suitability of
each alert parameter. This results in insufficient oversight and monitoring of exposure to
market abuse, and limits firms’ awareness of relevantmarketabuse risk.

The Central Bank expects firms to:

¢ Implement and maintain a robust and effective surveillance framework to detect and report
suspected market abuse. This includes a trade surveillance system that aligns to the firm’s
specific business model and activities.

e Calibrate alert systems appropriately to the nature and scale of the firm’s activity and ensure
that changes arejustified, having regardtothe firm'’s obligations under MAR, and documented
accordingly.

e Implement robust quality assurance processes to ensure they raise, meet and maintain
appropriate compliance standards.
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3. Firms must enhancetheir governance arrangementsfor trade surveillance
The Reviewidentified deficient governanceof trade surveillance and reporting activity, including:

e Lack of clearly defined roles and responsibilities for the detection and escalation of suspected
market abuse. This leads to a lack of staff awareness of their MAR obligations and poorly
embedded surveillance frameworks.

e Lack of formalised governance procedures for setting or changing surveillance alert
parameters.

¢ Insufficiently detailed market abuse policies. This leads to inconsistencies in knowledge,
understanding and competence across sales, trading or other frontline functions and the
absence of consistent and appropriate reviewstandards by compliance, risk and/or audit.

The Central Bank expects firms to:

e Assesstheir governance arrangements for ensuring their compliance withlegal and regulatory
obligations todetect and report market abuse.

e Implement detailed policies that ensure a consistent level of understanding of the
arrangements by frontline staff (operating in both on-site and virtual environments) and the
maintenance of analert reviewstandard.

e Appropriately governthe amendment of parametersandalert thresholds.

4. All firms must assessand enhance their resourcingarrangements and avoid key person risk

The Review identified resourcing constraints that impeded the ability of compliance functions to
monitor effectively for market abuse risk, including:

e Not enoughskilledstaff,inadequate systems and arrangements, or a combination of both.

¢ Inadequateresourcingincompliance functions leading tobacklogs of alert reviews.

e Lack of documented procedures for specific market abuse related tasks completed by key
personnel. This increases key personriskin market abuse monitoring.

The Central Bank expects firms to:

e Assign dedicated and competent resources, including human resources, to the daily
management and supervision of market abuse surveillance, relative to the firm’s nature, scale
and complexity. Firms should note in this regard that the Central Bank identified a need for
greaterresourcinginall of the firms it assessedinthe Review.

e Ensurethatresourcetakes aproactive approachtosupport the firm’s surveillance framework
and regularly considers the potential impacts that new and existing market abuse risks could
have on the firmand the overall market.
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5. Firms mustimprove thequality, frequency anddistribution of Management Information (Ml)

Informative MI enhances oversight and informs independent challenge from the audit function,
senior management and the Board. It can also create efficiencies in the market abuse control
environment. The Reviewidentified deficienciesinthis regard,including:

e Absence of formal, regular and effective MAR-related MI.
¢ Inability todemonstratediscussion, challenge or analysis of tradesurveillance Ml atboard level.

The Central Bank expects firms to:

e Generate and use Ml that is specific to market abuse risk, accurate, timely and relevant to the
business of the firmand the specificrisks it faces.

e Ensurethatboards and senior managementuse that Ml to assess, challenge and manage market
abuserisk.

6. Firms should examine the volume of Suspicious Transaction and Order Reports (STORs) they
submit againstthe volume and complexity of their orders and transactions

STORs are fundamental tothe Central Bank’s ability todetect abusive behaviour andtointervene
and investigate marketabuse. As such, they are a vital source of informationfor the Central Bank.
Effective STOR reportingis also essential to a firm playing its role to support the prevention and
investigation of market abuse.

Since 2018, the volume of transactions reported tothe Central Bank pursuant tothe MiFID regime
haveincreasedinnumber year-on-year but the volume of STORs submitted pursuant to MAR have
declined by almost 30% over the same period. This has happened notwithstanding substantially
increasedtransactionvolumesinthe wake of highervolatility during the pandemic. Thisfall in STOR
volumes may indicate afailure by firms to keeptheir processes upto date with the volume of their
trading activity.

In light of this trend and the findings of the Review, the Central Bank expects firms to review
compliance with their Article 16 MAR obligation to submit STORs to the Central Bank in order to
ensure that the volume of STORs they submit is appropriate to the nature and scale of their
business.

NEXT STEPS AND ACTIONS REQUIRED

As aresult of these findings, the Central Bank has commenced supervisory engagement with those
firms where specific concerns have been identified, including the imposition of specific risk
mitigation programmes withrespect tothose concerns.

Whether or not a firmhas received a specific risk mitigation requirementfromthe Central Bank; all
firms that professionally arrange or execute relevant transactions are required to critically assess



Banc Ceannais na hEireann
Central Bank of Ireland

Eurosystem

their activities, frameworks, organisational arrangements and controls against the findings and
expectations inthis letter and put in place a time bound planto remediate deficiencies. The Central
Bank expects thisplantobe discussed and approved by your boardby the endof 2021. The Central
Bank may have regard to the content and quality of such assessments and plans in future reviews
of afirm’s compliance.

Incircumstances of non-compliance by entitieswithrequirementsrelevanttothe mattersraisedin
this letter, the Central Bank may, when exercising its supervisory and/or enforcement powers, have
regardto the considerationgivenby an entity tothe mattersinthis letter. Please addressqueries
regarding this letter to MARThematic@centralbank.ie. You are not required to respond to this
letter.

Yours sincerely
(o Kocaid

ColmKincaid
Director of Securities and Markets Supervision


mailto:MARThematic@centralbank.ie

